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[0 0 0 2] 

-# («T, ^tl^§:=r>^>^ (Content) £Hf,$) -Y>#-*yh^tf> 
*yh?-*, &SVaI£, j*^U#-R, DVD, CD^CD^Rftg&IBlMflc 

■r->^i±, 3.—V ! <Dffim-t& PC (Personal Computer) , &£V> 
^-AM(:fc^Sn>T>^r-^©5f, &£VMi*^U h\ CD, 
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n tc <fc o t re # ft $ ti * m \tm m m z w -d m a © & # & # -r & ^ ^ # x- ^ & „ 

^^HHt^ft^^^f^^^J^fe^lCliR S A (Rivest-Shamir-Adleman) Hf## 
i©«fc?;fcl©#ft:£^S:#Mrs;ifctCJ: WP#ft3 Z/^rZ/V ^JEM^- 
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[0018] 

y y v (DWm v a x Wf& 3 ti fcfltofct? & »; . n > ^ > y ©ffiSSfl tclfiic u 

[0019] 

M5«=^-^0>y^ (EKB) ©^x^^-f K£^TK£3*lfc 
^Mi^-^ny* (EKB) ©1i^x>^^>fMfcl!&:£Lfc;[ft 

[0 0 2 0] 

MM £ & £ 3 >t- >y £ <fc tf^ y #M^<z> a yj-y z *M$,-tz>m 

ft?- % & * v -fe - V t LX D E S Bf ##L3S&C «fc o T£e££ *l£ ;* y iz - ^SSiE 

(MAC) fC«^VNT£j&3tt£^-#T*&S^££#1t£:irSo 

[0 0 2 1] 
£<3lC, #$8tJI!©jg2<Z>fl!|®M:, 

LT©*y-fe-S>SB3BEflF# (MAC) itSf-^Mitttfe l J 

i3>^>^*feli^^^W#^<Z)M^-5-T r --^M^$:MAC^*f^h ITI 
yt-^SRtiE^ (MAC) &^J«^-5 4:fc=feiC,' |tfia*»©^yfe-j; 
fgH8F# (MAC) ©^MAC^^f^-^ffiJSc©— «PSrftal'T r -* £ U V^ 
r*l^©MAC3g«fl^tC, ififB&jt^-* £Jgfr U flS^©MAC55iji!Ht)ft 
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v % a m * ft & o z. n z m m 1 1 z> . 
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^IC^UT^f « * ^Sr^^^S- 
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> ^ > y x mm. s *u zi > ^ > y ©arorj {c m l fettSE-fii n 

[0 0 2 7] 

ffit5fM*-^n»^ (EKB) ©^S^^^W^-f SCg^VMTtS^tl, 
^Sirffc^-r/ny* (EKB) <Dmm^y J r4 J r<<Wttzmftlstc.&&®*n&V 
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AC) tt, #*©MAC£/*#*^-*M«©— ffl&^jgilU V^tlfrCDMA 
CH$TB#JCf£#©M A C HrMt)fft^ r i: -T -So 

[0 0 3 0] 

ibises ic^m $ ti s n > ^ > v £ ^ v tp <d t&.'mmmMWr -*n 

L"C<D (MAC) ?:^bmit§f-^^a^fe l J 

^yTyy£ttit^y#ftm*<Dmte&T-*m&&MAc&f8,tt&£ in 

WLVtv^-VMUm^ (MAC) S:^^Si:4:=btc, y-fcr- S> 

§*SEflF# (MAC) 0#MA C£f£*f#^- ^51 # £ U V^ 
m^<7)MAC^ff^{C, HtffBftitT 1 -* SI«f U ^©MACIiiUlitif 

[0 0 3 1 ] 
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x -r v -f & m -r -s r t. & mm. t -t & ? u ? >? a mmmi* &c & & . 

[0 0 3 2] 

fcfc, ^reo^aoWMtc^s^ny^Ati^^tt, Will i^^n 

^ • ^n^A^3>ifa-^iri^t«ti>iftt^5o mm*. CD 

[0 0 3 3] 

[0 0 3 4] 
[0 0 3 5] 

a%-r 0 n>-T-> v y@B##® l 0 ti, t-*- 2 o fc*f IT, ziy^yytb 

f§#® i o t7 j -*«ia#s2 o t^ra©^-*^^ 4 y%-%v vm<»% 
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[0 0 3 6] 

3ocit m^mmmmitm-$'z>mm^&£.vT<DMz-&*T=v f (ji# 

Milbtii^^'J^fY (Memory Stickrj&tO ) ##£jft£, 7=-*flLJS# 

is 2 o^e>v=-4fis«#a3 o(c*f-r-5^-^^Ms, sji^-^iaiB^s 

[0 0 3 7] 



[0 0 3 8] 

0*81 3, DVD, CD^O^f-f7 14^fe»J, — t 1 - ^JS^Jg 2 0 
©f/H^tbtd /\°-y^-;i/=i>if^-^ (PC) 2 1, sK-# yOi/TVW 
(PD) 2 2, PDA (Personal Digital Assistants) ^(DM^ 

«2 3, DVD, CD^l/--V^©fB»S^«, >f-A^24, 
— F (ex. ^U-X^-f y ^ (M0 ) ^IbfcS4S|2 5fWS t 

fctt, T-*-^tH'[»#iS3 o^e>jfe#«rfgT*&s 0 

[0 0 3 9] 

li, 7N°-yf-;i/n>t: 0 n.-^ (PC) 100, S4^fi2 o o £ <fc fBttSSB 3 
, ^Dy7^feJ:r;T-^IH1iM«)A-FrVx^ (HD) ££IC ^ 

[0 0 4 0] 
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A-Vl-)hZiy\£=L-Z (PC) lOOIt >f>*-*vK 

by-#iZ.mWi"SM'V$> i ), M?L\t. EMD (Electronic Music Distribu 
tion: m^mmm) ^llI^L^V^■9--lfX^aA-r # 

, #£=£g2 o otcmij-f £o A°-y^-;i/n>tTrL-^ (pc) loott 

V^-;i/H>tf zl-^S? (PC) lOOli, CD, DVDA>&A*lfef- 

# £S£^fi2 0 0 \z&±-tz> a 
[0 0 4 1 ] 

"rJ V>7 (Memory Stick:^) 7 ^ V * *E U & iftfX^glx. "nfffifc 

[0 0 4 2] 

M2 iZjF~r£. o iZ, PC 10 0, 0 8Bfflt$gfi3 0 0 |8UC33tt5 

[0 0 4 3] 
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[0 04 4] 

eaf ) ^ 41 *l© T-* A -r X &C*g ^ -t Z> . 
[0 0 4 5] 

3f--fey h&t'ZV lZfeffl-t£ 0 S3 <Z)gTIS:iC^^-K 0 0 0 0~K 1111*5 

~KllU;-K*-fctS. 
[0 0 4 6] 

0 3 tCa^-T y y-^J&fC;fc^T, M^UirVN*^ * 0 & y - 73f- K 0 0 0 Oh 
, 7 - K=*f- : K 0 0 0, K00, K 0, KR^MtS. f/UX5 &K 0 1 
01, K010, KOI, KO, KR$:Mt5. X 1 5 K 1 1 1 1 

, Kill, K 1 1, K 1, KR$:Mt5 0 03 0^ 'J - (CtifAW^ 

#o~i 5©i 6M©«Lia«sn, ^u-^jtt)4|g«^<z)W©i:tifc^*f 

[0 0 4 7] 

03©y y-^fC^£;ft.g>#7 r /SV *&Cte, «*&3B#8I#, MAfcf 
Uf^^lfc^^'JA-F, DVD, CD, MDf, #*&#-f ^©gElt^M 

ic 0 3 ic^i- =i y ^ y V & Z> tt«tfB^«^T? & £ pgjfy U -#Jg# 
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[0 0 4 8] 

*«B3<B/gjK-eH^as4h t^fc^f/uxo, 1, 2, 3 &h-<z>ib«S!G 
a a >r ^ e, ^# l y , #^ >f ^® tcffiM r s 3 > ^ > *y ^ - ma u & 

gm, in 3 <z>j^LiM(-eraAy^eis^. -r&fc^/i-r *o, 1, 2, s&io©^ 

[0 0 4 9] 
[0 0 5 0] 

£ 3 otf^/W* 0, 1, 2, 3tt;-F^-^LTM©^-K0 0, K0, 

n^^^^^-^T-vt-r^ 0, 1, 2, 3©#jcji«'t£;ifc#"5rfi£&.6 0 fc 

«, ffit~t£mmtf*:mft-t2>ZL£&<TA4 X0, 1, 2, 3 CD^tC^il©=l> 
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3f-K0 0T*lf#fbl/fcteE n c (K00, Kcon) ^yhC-^fc^L 

T2bz>wtmmmmzfeffl{sTTrt4 x o, 1, 2, 3&c®tfp-<r*x&\ ^av* 

0, 1, 2, 3 ^*l^4x©5^-f ;Uc£^T^;f t" J - K*-K 

0 0 £M^TBf-*§-E n c (K00, Kcon) 5:iV>T3>f>^^r- : Kco 
n »TfB£:fc£. Enc (Ka, Kb) & K b & K a (C J: o T 

ff-if-fl; L £ 7 s - * * 3 £ £ a^-T . 
[0 0 5 1 ] 

&&B£j&t iCfc^T, f^>f^3 <J)1ftM'tZ>^ :K0011,K001, 
K0 0,K0,KRM*f (Ay*-) lC«fc*J«¥«fSnT»MLfcrfc*«^l£L/ 

fct§i§r> ■tnjKPk s/x^a (^A-r^o, 1, 2, 3<z)^;b->o 

£#>fCli. 7- F3f- :K001,K00,K0 ,KR*f nf4l|ffea!«K (t 
) 001, K (t) 00, K (t) 0,K (t) RtCMfrU f/^XO, 1, 2 

5. K (t) a a ate, UKaaatf) 

tS-ft (Generation) : t (Z)Jgff £ £ = 
[0 0 5 2] 

^.m^-om^mm-D^xmm-t^. =¥-<£>m§t«> 04 (a) izm 

-t%%}ik*r--7U v V (E K B : Enabling Key Block) £ mttlZ °?U V V "r- 

KltfVt^^O, 1, 2JC«*&i*5ii:lCJ:oTll^f3lxS. ^$Hb3f 
— 9 (EKB) tt, ®3&C^t-J:e>&y y-«^£«/&t-3#ll-:7fC*f 

£t;^•3- £ f/H X ICfr tCJgfr £ 4x 3r - ^SH^lT -5 tfxDBf-SHt * _ (c £ o T« 
*R34XS. JtS&fb^r-^'ny ^ (EKB) ft, 3r-3gfr^Oy? (KRB : Key 
Renewal Block) £P¥l£;ft£ £ £ 
[0 0 5 3] 

®4 (A) JCat-TWa-fb^-^Dy ^ (EKB) Kit. J - K3f-0>358T0i& 
£„ @4 ©Mtt, 0 3 jC^I-y U-fllJgttKO^A^^ 0, 1, 2tCfcV^, ISfS 
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tk (t) 00, k (t) o, k (t) RMt^'j, t-vm*2&, jgffy 

-F3f- tbTK (t) 001, K (t) 00, K (t) 0, K (t) R^i&g 
[0 0 5 4] 

04 (A) <Z)E KBlC^£;ft<5 J: 3 IC E K B &Cl£^ifc(DRf#ft^-;^i;*l3 
o ST^^Bf-^^fb^-tt, Enc (K0010, K (t) 001) T^-5o rtl 
tt^A-f ^ 2©SfoU 0 0 1 OlCiioTBg-SHt^tlfc Jiffy- F3f- 

k (t) oonffe*;, ^A-r^2i±, y 

it*-*m^L, K (t) 0 0UH5:Wt«. «^fCJ:y#feK 
(t) 00 UM^t, 04 (A) ©T*^e> 2SB©l£-!Hfc3r-E n c (K (t 
) 001, K (t) 00) £tfi#HTtg£&U, J€ify-K^-K (t) 00&# 
6IfctfT!i5. JS*T)E#U 04 (A) <D±frb 2SB©BgP^b^r-E n c (K 
(t) 00, K (t) 0) fe«#U SS*fy-K*-K (t) 0, 04 (A) © 
±^?>lIS©B|ff[:^-Enc (K (t) 0, K (t) R) £«#LK (t) 
R£#£„ f/UXKOOOO. KO00 lit J - F3r - K 0 0 0 

ff-t^M^lC-^^nTJS^-f, JSify-K^-fcbt^ftffltt, K (t) 0 0 
, K (t) 0, K (t) R-e&£ 0 f/WXKOOOO. KOOOlli, 04 ( 
A) ©_h^£> 3^g(Z)Bir#'ft^r-E n c (KOOO, K (t) 0 0) 5:tf bK 
(t) 0 0, £##U-JSrF, 04 (A) ©_t**£ 2®BCDHgF-if-'ffc3r-E n c ( 
K (t) 00, K (t) 0) &fc-&U 3g«fy-K*-K (t) 0, 04 (A) 
©±^e> 1 MBOmmt*-E n c (K (t) 0, K (t) R) &«-£l/K (t 
) R£#£ = i©j:e){CL/T, rVHXO, 1, 2ttJg*TbfcttK (t) 00 1 
,K (t) 00, K (t) 0,K (t) R^Siil^Tf§5. 04 (A) 

(to 4 y TV «#*-i:LTftffit5;-K*-, U -^3f-<Z>lfc*f#itfl 

[0 0 5 5] 

0 3 tCat-r^ U -«3i£©±fiS©y - F3f- : K (t) 0,K (t) R<£>3g#r 
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B) G>m%ltt>*—-7UV V (EKB) &JgV^3,i:T\ JSff^-K^r-K (t) 
0 0 5:f;HX0, 1, 2 JCgB^t" Sifc^TSS. ' 
[0 0 5 6] 

04 (B) (CgfEKBil M;U£#5tCD^-^tC;^T&^£$T£&:3 

-tifji-'fpito'rrt'fx o, l, 2, 3#&s3a»&#&ffl^ , rii3»;, $t£&£ 

jgiBHi/^i/y^r-K (t) con^lT'^tn. ^A-f^O 
, 1, 2, 3 <DftM©7 - K^r-K 0 0 ^JgfrLfeK (t) 0 0 &fl^T$f£& 
^jt©35«fn>^>^*- : K (t) co n fcHf-^fcLZz^-^E n c (K (t 
) , K (t) con) £04 (B) lCa*-T E K B i:%lCffi*f"r£o d©BMinc 

£ u r ©iBw^tg z & & - 

[0 0 5 7] 

■tt£t>t>. T^-f^O, 1, 2liEKB?:^lbt#feK (t) 0 0 fcffiV^T 
JifBlMlfc&fc-Jf'rtitf, t B^T^zr^T^y^-K (t) con£#£;i£ 

[0 0 5 8] 

[e kb *mmLfcziy9'>y*c-<Dmjf}'\ 

0 5{c, t f$&x*<DnyT>y*(~K (t) con&#4®Mi:LT, K ( 
t) 0 0 Zm^TffifrtePkM(DnyT>y*-K (t) c o n SrHgF-^-fbL/fc^- 
#Enc (K (t) 00, K (t) con) £04 (B) IC^t* E K B £. £fB# 
l#?:^bt^Ibfef;MXO©^I&^t. "T&fc^E KBtCJ:.5R!F-JHfc* 
yfe-^-r-* §r=r>^>^^r-K (t) coni:LfeWt»5. 
[0 0 5 9] 

0 5&Cjjtt-J:e>lC, ^A-r^Oii, fBi8«#;fC&M£ftTV%£mfS : m&<D 
E KB £ g##&«Dfr£#>&MLT^3 ;-R-K0 0 0 £M _hM L £ 
H«i©EKB*MJC,fcy, y-K^p-K (t) OO&WS. £ £ (C, 
£Jg§T/-K3r-K (t) 0 0 £MV^TJgifT3>-7 L >^^r-K (t) c o n £^ 



1 9 
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[0 0 6 0] 

[EKB07^-?7 h ] 
M6 KM$hik*--7u y V (EKB) (D^lt-^v bW&B'*. /t-S?a>6 
0 1 Ji, ^mt*--?Uv V (EKB) ©7^-^3 >$r^-T»J-?-T^-g> 0 

mzw-d. T-jTste, mmt*-7uv v (ekb) (Dmftft&Trtj xizm-t 
zmmyv-nmmmzTX-t* ^-##4 y* 6 0 3&, Mm\>*--?nvv ( 

EKB) *©^-#gP©&S£^/J<-f >#T*& # ^tfU > # 6 0 4 & # ^* 

gp<z>&g, m&tfjy* 6 0 5 &^&<z>&g$:^-r;K-r >#-e&3„ 

[0 0 6 1] 
[0 0 6 2] 

0 7T'lt ^-^ilLT&tCl^ (A) TML^^tft^-^ny ? (EKB 
) 5:S#tSM^^lT^5 0 Jr^fgtf)^-*^ H70i (b) \z^-tXo\z 

7 Kl/Xfc-TS. r©«^r«, h^-^SIif^r-K (t) Rtf^JxT^S 

nc (K (t) 0, K (t) R) ®7© (a) JCa^PgJiy U - iC^tfet 

IC&£„ ^©-^--jf l±, Enc (K (t) 00, K (t) 0) T*&IK 

«5V^-^ttl««f8^S*l5 0 {£ (L) # (R) £bT!S3t 

StlS. ft±i©f-^Enc (K (t) 0, K (t) R) ©ifeJCttf 5 -* 

scat?, L#y=o, ^c&^-^&v^-e, R^y=ii:^i.. J^T, 
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[0 0 6 3] 

^-^Enc (Kxxx, Kyyy) tfV V -#3g© if Zl fC&SLT 
Enc (Kxxx, Kyyy) . . . it. &MK\$Wt £ tltc * - OjR^rj-T*- $ 

0:Enc (K (t) 0, K (t) root) 
0 0 : E n c (K (t) 00, K (t) 0) 
000:Enc (K ((t) 000, K (T) 00) 

So 

[0 0 6 4] 

B6lCSot> EKB7t-T>y t>(COV\T$?)[:i^tS„ *ife (Signatur 
e) it. fM^r-^n»^ (EKB) Sr^ff IfeMi fcftt<gJl * > 

*ttS£fc3£»cj:oTm^&^ffc*-:/n*y* (EKB) S8tf##3&frLfc^ 
SMfc^f-^ny* (EKB) Tf&5££S:fll38'f So 
[0 0 6 5] 

[E KB &&mLfcn>^>y*-fc«fctf 3i/^>y®gBfg] 



2 1 



miE# 2001-3038664 




#2000—247461 



[0 0 6 6] 

m8lZ.Z.<D?-#mf& : $:m-t 0 M8 (a) JC a* "tfltaft IC 33 ^ T , Enc (K c 
on, content) 801 li, Ziy^f-yV (Content) ^ny^-yv^r — ( 
Kcon) T*m j %ikbfr"r-#'V$>V. Enc (KEK, Kcon) 8 0 2 it, 
3>f>^^r- (Kcon) £ 3 y^yv *f~V& — (KEK: Key Encrypti 
on Key) T?HiF-iHfc L fcv*- * *C& »K Enc (EKB, KEK) 8 0 3 It. ny 
•r-yyir-m^lc-KE K*mmt*r--?Uv Z (EKB) K J: o tifft L 

[0 0 6 7] 

U^^^^^r-Hl-^^-KE Kit, H3 t'/Ttf/- K^r- (K0 0 0 
, K0 0-) , &<&V*tt;i/- h*- (KR) eftfifcoTt)«J:<, 
- (K0 0 0, K0 0-) , &3V^£;i/- (KR) JC «fc o TBff^fcS tlfc 

[0 0 6 8] 

H8 (b) It, m6L<nny'TyV'fr*7 £ 4 7tc3B»S*i, fftWHCEn 
c (EKB, KEK) 8 0 5fc#JfflLTV\5»-&©#J*#«:^-*\ 3(Z>=fce>&*f 
jSJCfcV^Tti, #r-^(C^CEnc (EKB, KEK) fctfip-r^ £ & < , 
Enc (EKB, KEK) &C U > 9 £ U > * ft fc^-f^- # # JCtf#[l 

[0 0 6 9] 

0 9 tC3>^>y 3f-Hir-$§3r-KE EI 3 CattV - F^r-KOO £3g*T 

Lfc3?*r,>-K*-K (t) OOaitiJSlfcS^OW^t. HI 

(») $tlTVN-g,i: it, m<D#'A'-7<D*yrt* "T&fc*., t^w^o 
, 1, 2 &C#fLTl§|9 iC^lT" (a) ^3Hb3f-^C2y * (EKB) (b) 3 

>T->y3f- (Kcon) Zmy^-yV*-^^*- (K E K = K (t) 00) 
"CBff-^fbL&T 5 -* (c) rz^-r^y (content) £ n y-r-y V (Kc 
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o n) T*^ffcL£^-#££SafBt-£^£(CJ:*;, -r^W^O, 1, 2\tny 
[0 0 7 0] 

EI 9 (D^MiZit. X 0 fC£W-£^-5f#Jli£^LT&-g>,, ^A-f^0li, 

V*fcffi#*!£3lfC «fc y, 3>^>^/dr-Bt#^r- ( K E K = K (t) 0 0) 
tS. K (t) 0 OCiStf (CJ:yn>r> x y=Sr-Kcon&$#b, 

tCi:y, * 0 £#Jffl«rtgi:&<5. ^A-f^l, 2lCfeV>Tt) 

K E K = K (t) 0 0) fcBtfc-rs^fcjBWIBiifcO, im$llc:=i>^>y &#Jffl 

[0 0 7 1] 

gf3lC^-Tffi(Z)^;i/-^'©T i A>r^4, 5, ^©I^©^-* (EK 

B) Ifetttt), St«t§'J-7^-, 7 - F3f-£MVM:n> 

T->y3f-fll#3f- (KEK = K (t) 0 0) £ ZL £. & V>„ 

n>T>y*-m^*- (k e k = k (t) o o) zmm-tzz uttx* 

[0 0 7 2] 

r©j;e){c, e kb ^%\mhtz.nyfyv^~(Dmm^m^n\t. 

[0 0 7 3] 

myjit*--7n -j V (EKB) , ny^yv*-. mp-^-ftn^-r^y^ 

— ZfUy# (EKB) , n^-r^y^— , Hgf#tf::2>^>y CD^tf) 
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[0 0 7 4] 

01 o\ztmmmz^ikny^yv £.h^\zmmt*--J'uv V (ekb) 

^Mifew^^t. en ojc^-rfliucjs^TH:, mmmmzziy^yvc 

1 ~C4 S ^tc^l&iWa^^^y tc^/S^s^waf-ffc^-^n y * 
(EKB) ZMl&ttttt-T-Z&femZtl. 3&KA-$?3>M0^8rtfc*-:7 

ay? ( e K B M) tfl&mZitiT^&o Mx. (iEKB l & n > -x- > *y C 1 £ 

If -JHbbfcn^^y^f-K c o n 1 §:^^-r-5©fC^M$tL, iitfEKB_ 

2 lin^^yC 2 fcUf-JHtLfen^^y^-K c o n 2 &£j£ , r5 0>KH£JS 
£;ft£„ i©MT1i, ^MCD^^Hfcdf-^D 9 ( E K B M) #|E# 

«C#icfe»stiTfe»J, n>f>*;c3, C4tt|j(Mi:^-^n*;^ (ekb_ 

M) C^jStttt&ftT^SfiD'T?, j£3Mt3f-:/D y ? (EKB_M) £>^#ICJ: 

Vzjy9-yyc3, C4 (D:3>^>y^-£^#-r<5^£# J i?^£ 0 ekb_i 
. e kb_2 *?c&^£;txT^&v^T% §f£&iE#fc#j^ Mi(i^'y 

&1T#-r*fc«>tC&S?fcE KB_1 , E KB_2 S:li#-r £ ^ £ £ £ . 

[0 0 7 5] 

m-^m h^-, y-K^p-, 0 3©pgjgy y-«jgfci, 

T*j£U nv^^^^-, fg!E*-, ICV4^- »*^li^n^7A3 
-N\ f-^f$:«^-^D>^ (EKB) fcfcfcJCHrJHfcbTfBte-f 

[0 0 7 6] 
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V 

01 1 \zmmv v -mm.<Dj]^3v -oyftmn-m*^-?* mi uc^t, 
mmy v -mm.<D-m±mzit, ^-h^-Krootnoi^^n, j^t 

Wmm^lZ J - F^f- 1 1 0 2^SS^^tl> *TmtCli, iJ-7^-1103 
[0 0 7 7] 

^rt\ -MfclTil^^fMtgcfesy-K&jjf^'J J - Fi l o 

Ig^y- Kilt" -So fMi© 1 o<Z>/- FZm&H LTJWT, M+l|gJ^T(Z)y 
— F, U-^te. -ecD^j^^U iC-^-^ti-S-T-Vt-rxtcK-r^y - Ffc.ktPJ - 7 

[0 0 7 8] 

M*.t£EIl 1 (D^MISS© 1 -D(DJ - F 1 1 0 5&Cte#^rfy [^=EUXfy 

-f* mm) ] z.v>j- FJ£*Ticjt&&/- f> y-^tt^yx 

[0 0 7 9] 

$ <=>IC, MmfrbMMfrT&vmZ-V-fjiT^V J- Fl 1 0 6 £LTiS!5£-r 

M^^nifc^-r ^^{c^-^^u [^^'j^f-r^^] ;-fi 
(c, t^ff y ; - Kt'fe5S4TO©; - f i 1 o 6j^tk, S4#m^ 

(Z)^j^ifU(C^*tl^W^S«tg^^«fS©y- Fl 1 0 7^^$tl> 
fc^OTftfc, W^^iltg#^«tS©^^=fU ic-^-^tiS [PHS] /-Fl 

i o 8 £ m^mm ;-fho9 ^t^it^t^s. 

[0 0 8 0] 
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(EKB) ££j&bT@B'f3U - KJKT©"?^^ ^tC*fLT©*5pJM 

[0 0 8 1] 

t«itic«ky, *^=ry®, &sv^£-9-y;*j^=f us© i ooio^ - K£iff 
a * * t c \t ^ < jg m & %. & s -r (c - jg m & -r § r t # -e^ -5 . 

[0 0 8 2] 

mm E K B iZ «fc 6 *-Itf§|£j&] 

&ffi& J rrtJX (y-7) JBlC^-rsig^, *-K*f$k7VW:*<Z)m^LTV* 
5'J-7^r- y- K*-&MV^1fc#^flBfc^»ffc*--:/n (EKB) & 
£fR0TH#?-5. «^.tfH12 (a) ICa^y y -«UfclC;i5V*T, y-7?:* 

. a, g, j (D&J- FK&\,^Tm^ffi&mmt*-7Uy ? (EKB) 

[0 0 8 3] 

W*.\£M16iJ\''- h^r-K (t) roott^^f^^^f-K (t) c o n £Hgf 
EKB htttcBBMf £0>*^ f/H7a, g 
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, j It, -Zft^fttfm 1 2 (b) (C^-f U-:7£J:t>V- K^-fcfl^T, EK 
BOimmzmft UK (t) root&3t»U m^LfeJgfr;i/- N3f-K (t 
) rootfaotn^f^^-K (t) con©Ml^lT3>f 

[0 0 8 4] 

^(D^Ctl^^tl^^^fc^-yn (EKB) ©filffctt. gJ13{CyT^ 

&oiz&z> 0 mi sic^-rw^-fb^-^D^^ (ekb) &.(Dm6x*mmL 

tz.Mm\,*r--?Uv V (EKB) (D7*--?v MC LfctfoT^^tlfc^CDT* 

TML£j:e>ic;£ (D , ^ (r) . -eti^n^^foi^^-^^^ti^o, ^ 

1 £^LT^£„ 
[0 0 8 5] 

m$bi£*~7Uy9 (EKB) SrSIbfcf/W^tt, ^f8rffc*-:/n y * ( 
EKB) ©8gF-3ffc*--£*ytCg^T, JE&Jfc#ffc3f- ©«-iH&3l Srllff b T 

z (ekb) ;b- hTb^u-^^-e©^ (^x) ##v>&£, ^©t 1 - 

# $ «=> S i £ fC & £ . 

[0 0 8 6] 

^aj^fc^arfb^-^nv* (EKB) <Dt- ^*©B0«% nTffii: L£#tJ& 
JCo^TffifJB-rs. HHtt, ^Sfr-fb^-^ny^ (EKB) ^^-SMf/H 

[0 0 8 7] 

>-r->^*-S:33l#f -Sa^SrSDe-TSc H14© (a) ic^t" <fc 5 iC, =¥-@B 
2*l& 0 Kroot^feKj *T?tt^<#ll£#fc< 1 ^><D&<D&ifi&&-ttl\Z& 
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<. K r o o t #m^K a £<£t>*K g KMSfc&tCW:, K 0 5 <Z> 

2#H£fi|j&tf)01 4 (a) U-*<*SSSnS. 
[0 0 8 8] 

^stis. i g.%x*-mmv>fr®>(Dmmt3r--7u ? z (ekb) *ne>© 
u-jcs-^v^T^-rso mi 4 (a) ic^-r^u-tt, mmt^-^u 

vV (EKB) &«#Brffi3&*SBy-K*fettU-7S:*T®i:Lfe2^llSS , y 
«SSPB»y MSf^r-BB^fcftO^-fb^r-^n v * (EKB) it 

[0 0 8 9] 

ftcD0i a-esiWLfc^S&ffc^-^ny^ (ekb) t± % #y-7a, g, j 

fr£>K root icM^^T'O-r^T^dr-^Bf-^-fkLfeT 1 -^ & L T V * # 
, fflMEKBit ffimtVfcVV-ZMf&-tZ>J~ KIC^^T©*©^^ 
-^S:«J»"r* 0 014 (b) &c^fJ:e>lc#^y:3 tf> y bf^Sfts. Hi 
£J:tfgl2fcfy Mi, 013<D#I£> Hfl*©*"*?:*^, 2fe (L) , ^ (R) , 

-en-rfto^fatc^-^tf&tuio, asw-twii sra*?-. 3g3#g<z>tfy m*, 
e KBf^fcHt-i-^^-^^M^tiTVA^^^^&^-rfeto©^^ h*^*>»;, -r- 

[0 0 9 0] 

S^M^-^O ^ # (EKB) tt, 014 (b) ICas-r <fc 3 JC, 0 1 3 IC^-T 
«j£lCjfc8rr&£, ^-^M^ffiKIffifWcSnfefeOilJ&So 0 1 4 {C^W $J 
tt=*-^ny* (EKB) £g1gLfc#7 s A-f # ?*<£>3fl3 fcf y MC 1 

^H^TTS S. WAtffA>f^ a J£, Bg-^f:^-* E n c (Ka, K 

(t) 0) &iJ-7*-Kat«(#Lt, y-K3f-K (t) 0£Jft#LT, 7 
-F^r-K (t) 0 (CioTBif-^-fb-T-*-^ E n c (K (t) 0, K (t) roo 
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t) £^#LTK (t) p o o t S$HtS. mF-^-fb-T 5 -* E n 

c (Kj, K (t) root) SU-7*-KjTftt#bt, K (t) root 

[0 0 9 1 ] 

&jgv*T^8Mb*--:/n ^ * (ekb) fcjc J; 4>&v^-#* 

<DMmt*~zfuv v (ekb) ■k&i&'t&z. mmt*-?u 
v9 (ekb) (DT-tmmtfnmmizmft'zsmiitez* 

[0 0 9 2] 

B^s«/&u:^T#ic;£^ic^g^fgT*&£o x^^^Mte, ^p-fifM 

CTSfeatiSi^ftofey. fc-SWi^A^ *H#*-;&-, ny^-yvf 
■S-ffcOfe^U -&H»U5LTE KB Sr^fiK-TSClfciCj: *J % jg#*£*l£x>^-f 

kb) M^«riii:*s-s. x>^>f ^^^©^fafli^jcov^Tttifea 

[0 0 9 3] 

fcfc, i©J:^^ifb^-yn>y^ (EKB) Jt^rJ-XL DVD^© 
fcttSttttSHgrj^-**: LT©#^BP£&^t?^»fb*--:/ny# (ekb) ic 
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mmt*-?uy v (ekb) iz& tti&m^t*-? - amm? - 

*izi,fctf^x\m?kmmLTW.-%i,. ay^yvcom-^iz^m^-^'mmLx 

EKB) *L<iy*-%v h^CD^y VTlb£^ 

o 

[0 0 9 4] 

im^&mmm z m-t z falsing t -r- # ra^giro^- $m>mi 
mz. ±&i,fc.mmy v -m&zmmht~m®it*-7u v.? cekb) icj: 

[0 0 9 5] 

IBSr^-rs^^UA-K^© f Blt&fi <0 iftffl* j£ ^ U n y * BI T? & 3 . 
[0 0 9 6] 

01 5lc^f <t^Jc, fB'Bf=gfi3 0 Ott, #S;ttf, 1, it 

[0 0 9 7] 

®i 5 tc^-r^e^c, M» ; E^3.-;i/3 3ti, SL»$8£rL=.y h5 o 

> ffiflUL-y h51, m&flL/mM=L-*J h52, ffiSSgffi^-y h 5 3, 
ft/HM^-V h 5 4 fcitffflffllri^y h 5 5 ^fS. Mfflr^^rt-;i/3 3 & 
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[0 0 9 8] 

IHIia.— y h 5 1 te, EEP ROM (Electrically Erasable Program 

mable Read Only Memory) & if $8tt:* ^ U T?& »J , SfEjtttStC^SJ&tt-r 

-#&£<DS*tf)^-# fclBllLTV^., 016tt, IH«3.— y h 5 1 tcSH*S 
tiT^*-?-* &SW§-rs fefixOBfe^S. El 1 6 tc^f <fc e> IC fB'lt^-y h 
5 1 tt, fgSEfii^-* IKO-I K3U SSfiI8B!I^-# I Dmfe itflBfiUBttT 1 - 
#K s t m&iBltLTV\£ 0 
[0 0 9 9] 

M*?-* I K0~ I K31&, 3B1&&1&3 0 0 ^ff^tt 2 0 0 iKDmXffi 

jcsgfEfii^- # i ko~ i Ksi-©-?^— ©siEjii^-^^^^^tcai^sns 

0 ISMS-?-* I K0~ I K3133it>*ia'Ei«llT r -^K s t mtt, fBIS^ 

«3 0 0<7)^g|5fr^&&^J:e>tC&oTV^ o ^Sf^SU^-^ I Dmtt, fB'H 

fHit^S3 o o#n£ge2 o o t&mx'ffi^Muzftomzm&mztiTngi 
> y <d m^it tc m v * <b *x s 3 y t y v - * c k & nt-st-m u t 7 9 v s/ 3- ^ ^ 

U 3 4 JC8B«"f SBRicJSv*e>*i£ 0 

[0100] 

m£f&/W.W^-V h 5 2 tt, ISO/IEC9797 (DMA C (Mes 

sage Authentication Code) if©«* tf^H&fi 1 o Tir- # &£f£-f£ 

o Z0)£.g. MACMISfCtt. fl^tf, "Block cipher Algorithm" £ LT F I P 
SPUB4 6-2 fCg|^£*l& D E S (Data Encryption Standard) V\ 6 *l § 

[0101] 

fflSfgfEn — y h 5 3 f|£|g«2 0 O^^^-^Y JtAtlhT? 
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TffiSfgSE&S * tB2aSEa.=. «yh531t 7 ^ >y >> n * ^ U 3 4 

fr^-T^ ^f-^l:i*ffibTg4gS2 0 0 JCffi^j-rs^&ff ^<DtC5fc 
5£oT, S£l£«2 0 0 ^©lireffla&iE&S&fT^. ffiSMIE^--^ h 

fan^-^ h 5 1 jciattstiTv^^-dttfjBv^tis. 

[0 10 2] 

Bf#fb/^#rL- y h 5 4 DES, IDEA, MISTY&^ffl^ny^ 
m^TK^V XAT?©flf-J£ffc&fT3„ ^M^S^E- FIPS PUB81 

"DES MODES OF O P E R A T I ON" fC&j£3*lT^& «fc 3 E 
C B (Electronic Code Book) ^ — K£ J: tKC B C (Cipher Block Chaining) ^E- 
KT*&<&. ffip#-fb/ia#3.— y h 5 4 te, DES, IDEA, MISTY 

it/'&^-t&o <®W=L-V h 5 5 (i, SLIfc#)!£^-y h 5 0, |H«rL«»y h 5 1 
, «t^/?a»a.-»; h 5 2, JBSfgfiErL^y 5 3 & ZTZmmt/U^^-v 

h 5 4 ©^asrJKSLTflaftr-rs. 

[0 10 3] 

77^a^^U3 4lt MA tf, 3 2 M;H b ©IB'IS^* Sr^"T £ . 
S/a^^U 3 4 fCtt, ffljEfgSEa.— y h 5 3 tC«fc5#£$SB2 0 0 hfB'Bl^fi3 

, 2 0 0 ^^A7^7bfe^--7 :^ ^'^T ^ -^^>-&V^^i®B•5 :r -^^, #tf 

-###£&£*i£ 0 77>r>a^^'J3 4^P>li, *B2f8SSErL — y N 5 

3 JC J: 2 0 0 fc3B«|g«3 0 0 £ <D^<DmS.^UHSMK J: o TIE^& 

TS4gft2 0 0 {Cffiij£*l£ 0 
[0 10 4] 
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^THft3Bir-£o H17.H:, V=y v i/=L* V 3 4 JCffi4t3 # fcMfS 

fctfX&H-e&S. 01 7tC^ <fce>{C. £/a.;**eiJ 3 4 ICtt, S 

Atf/ 1 ft^©*-^ J^T, S/rL^U 3 4 (CfH 

[0 10 5] 

01 8tt, S4fl77-<;i/0M^gl, 01 9^-0 (1 ft) 0ATRA 
[0 10 6] 

n^myr^ ;wi. ^y#\ i ^>r h n- k©^^u FaztasNM 1 - 

KTBL, *^y#- K£#©fl-flDfiH8 I NF- S tA^6«S* 0 f-^77>f;i/ 

©SfcggcDM'K^y ^y£\ l/Hbn-KCDi^NMl, 2/1-f h=r-K 
PRTINFt, h5>^0#«#INFi:/!)^^S o ^y^fJCtt, ife&A-y 
[0 10 7] 

MttA>y^iC)ifbTATRAC3©^f-^^<o ^NSSt 5 -*^ 16K 

©tt, ATRAC 3f-3!77^ J\/^<D&&t- 9*fG>^iy'ryV7 : - 
[0 10 8] 
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H2 0tt, S4fl77>f;i/PBLISTffiWj:f-^M^t. 
!77>f;i/PBLISTH 19=5 7.% (1^07^=1 6KB) Of>fXt^ 

H2 0AtC^t'\y^tt, 3 2/t>f h#e>J&<5. EI 2 0 B VL^-fw 
(DBftl*. **Vil- F±mzM-tZ>%ffiNMl -S (2 5 6/Hh) , ^rf&N 
M2-S (5 1 h) . 8£-5Hfc3;ft£:3>^>y ^f- (CONTENTSK 

EY) , MAC, S-YMDhmsH, U^M^r^M^ &T-7JIT R K T B 
L (8 0 0;Uh) , ^Urt-K^tttCjirrStfinftSU NF-S (14 72 

[0 10 9] 

fl^f JS:7y-f ;W£, 0 2 0 AfC^-T (0x0000) £ J:t>* (0x0010 

) -r^$ti^5feeS^e> 3 2 a>t h^^^^-e2)S 0 -774 jmrz9m.fr 
2<Dxuv hizmtrnzsw #Kiz. T&amm. mm, mzw^T-ttfftm 

#*£>JRJCBB3*l5. Re s e r v e d tifB$*lt^5f-^lt ^feB 

<dt-* zmLx^z. musyvi (oxoo) t>mfrnz>t>\ ft-tfw-frtiT^T 

e>3o £©SI$#^©*i^#tt£Slfc'rSa O p t i o n £****lfcas#% 

4gJBLjQ;V*«-£l±, £TR e served h |SJ Cg^t £ *l£„ 

[0 110] 
BLKID-TL0 (4/W h) 
SI* : BLOCKID FILE ID 

mm : ntt^m? 7 4 ji(D9nmT*&z> z n&mm-t&fcitKDm 

: @j£ft = " TL = 0" (Mitf0 x 54 4 C2D3 0) 
MC o d e (2;U h) 
: MAKER CODE 
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REVISION (4 M h) 

mm : p b l i s T(Dm^mx.mm 

[0 111] 
SN1C + L h) 

: NM1 -Sfl^cfC^^tl^^^EU^- KOi&frf (l/^b) ©M'ffiS:^ 

1- 

ffl:^^zr-K (C) &_L& 1 rW hT'Tia© J: ? IC^&ESU-TS 
00: jSc^n- K&SS^L&V^ #&£2jt^£LT&e>::£: 
01: ASCI I (American Standard Code for Information Interchange) 
02:ASCII+KANA 03: mod if ided8859-l 

81:MS-JIS 82:KS C 5601-1989 83:GB(Great Britain) 2312-80 
90 :S-JIS (Japanese Industrial Standards) (for Voice) 0 
[0 112] 

fin- K (L) liTfil/W h^TfE© £3&CEBU Tech 3258 M&tzmtT 

00: 08:German 09:English 0A:Spanish 

0F:French 15: Italian lD:Dutch 
65: Korean 69: Japanese 75: Chinese 

[0113] 
SN2C+L (2/W h) 
M0fc : NM2 - smmcmfrftZt^ViJ- K©£f* (2;Hh) ©MttSr^t 

IBfg : SMtS^n- Ktfgn- ht'Ht 
m : iibfeSN 1 C + L iHH — 
S I N F SIZE ( h) 
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: i n f - smm^mfrtiz * * u # - ^^mzm-t ^mumm^x & 

if n 

It : Xli 0x0001^?>0x39C (924) 
T-TRK (2;W h) 
.^1^ : TOTAL TRACK NUMBER 
«|g : »h5^jR 

ffi : lfr £0x0190 (ft* 4 0 0 h^y ^) , t 1 - ^ ^^V>^i±^-;i/ 
if D H-?Z>Z£ 
V e r N o (2 7^-f h) 

0x0100 (Verl. 0) 
0x0203 (Ver2.3) Q 
[0114] 

±&Lt^v #izm<nmzmfrn&?-* (02 ob) iz-D^xurizmm 

[0 115] 
NM 1 - S 

&i$ : ^^U^r - K^^lcM-T-g. 1 A>f h©ifeS5 

fB&: l/^>f K-e^LfcnragSCDifelff^-* (ft^2 5 6) £ 

ftf^-^OjKTtt, 3 -K (0x0 0) 

m (0x0020) (0x00) £ 1 A-f hJ£A_tgB^1-£ 3 £ 
NM 2 — S 
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mm : 2/w k^l^^r©^^-* (5^512) & 

gff^-^O^Ttt, *&1MM=i-K (0x0 0) Zm%&tiZ.t 

ffi (0x0120) frbytfl/ (0x00) £ 2 A-f h & i ±m»'t Z> ^ £ 
ffi:£*fc^n-K„ 
[0 116] 
EKB_version (4;U S) 

MW:m&<nmmyv-nmz£z>mmt3r--7uyv (ekb) izz^xm 

B) ©7 7>fM$:gt 0 

PSS^U-*^K:J:S^^b^-^ny^ (EKB) &Cj:oT^«2*l 
S3>^> v y=¥-$:^*§fe*©^S&'fb^-^n^^ (EKB) Sr^R-To 
i: 0)d^0xFFiT' 
[0 117] 
E (Kstm, Kcon) ( 8 h ) 

Mm : n^f^yiO^jBUffidD^-ffe^n^f^y^-S^^'JA - K 
®^M/-^- (Kstm) ■ THSP-^-ffcL/fc-?-^. 

-fii: Oid^OxFFFFFFFFFFFFFFFF^T' 
[0 118] 
E (KEKn, Kcon) (8;Hh) 

Mm : n>T>y&<D!&^j&mm<D*-v»&ny^>y*-&tftft<DV8M V 
';-i^CJ:5t»-^a>y^ (EKB) lc <fc o T*i#t$ *l5 3f -Bf-JHt* 
- K E K n IC J: o THff-iHfc L t=.^~ & . 

ffi: O^^jOxFFFFFFFFFFFFFFFFit 
[0 119] 
C_MAC [0] h) 
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mm : mftmmm&i</u**y9m 

Bl^tS-YMDhm s ffi<Z>^--* JCg^V*T£/*3*lS&fi^:i: V 

Mo HUf-^S-YMDhms^SSntV^^ICtt, C_MAC [0] 

IB: O^&OxFFFFFFFFFFFFFFFFif. 
[0120] 
MGR 

MM: 3>f>^*-©ia 

Jftfg : 0 x 0 0 T% 3>f>y^-Kconi:, E (KEKn, K c o n) <Z) 
IS^r^y, 0x01 "e, E (KEKn, Kcon) ®*^»J. 
f: 0^e.OxOUT' 
[0121] 

S-YMDhms (4A'>f h) (Option) 

: #«-e**«ftf-=fefiroa»tffBebfe¥ • ^ • b • » • • # 

i: 25-3 llf-yh ^ 0-99 (1980-2079) 

21-24 tf-/h J? 0-12 

1 6-2 0lf>y h H 0-31 

11-15 If y h B£ 0-23 

05-10lfyh ^ 0-59 

0 0 - 0 4 tTy N f$ 0-29(2 ##&) Q 

S-YMDhms l£, =r >^ > y&&9&t$<D 3 >^ > ^SH^C J£ff £ 

*u SSrSftfc^-^Cg^Ttfr&CDC-MAC [o] =fc3gfr£ *iT&M£ ti 

So 

[0 12 2] 

T R K - n n n 

tft:S4t^ATRAC3f-^77^;i/fflSQN #-£ 
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IRtg : T RK I NF«Dtf©FNo &fa*&-f 3 
f: l^MOO (0x190) 
h^y *###0&^i$tt;fr--;i/i?n 

I N F - S 

[0123] 

S4fl7 7>f;i/©St©XD >y h H l/T, ^y ^faCDfc© m—<D B L K I 
D-TLOJ:, MCodet, RE V I S I ONt^f 
[0124] 

_h*BL£J:e>&c, revi s iON&yn»;^©^Ii:*H:*ta», .r 

©jittiT?SS»T^^-rsi:, $fc®fc3fcM©RE V I S iONCiMtf 
, Sfi?«FTSttffi"rsc:i:««-es-6. REvisioN^2i#st«©T?, m 

[0 12 5] 

l^n^ (16KB) ©5fc&SP#K:0JMB LKID-TLO 

T'&£„ Lfrfe, rfflBliBLKID-TLOit y 9 WW 
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[0 12 6] 

ATRAC3f-^77^Mt h ^ ^ tmm^m? t jvtitmhx, mm 

*£&T-*AT*$>V. ATRAC3f-f77>f;i/lCB5LTtt, ^"n>y^## 
BLOCK S E R I A L##t* fetlT V^„ fiU ATRAC3f-^7^f 
;i/ti, jtflt&BtCD^r-Y^aM^y K_tfC#£-r&<Z)T:\ CONNUM0T' 
3>^>y©EJ8!l&tfttfc_bT*, BLOCK SER I AL^ftV^, £& 

©ATRAC3f-*77YM, ft»0 BLOC Kt«fi!t3*l5 il^JC, AUK 

B LOCK&fljMIfSfeiblCCONNUMO &MV^££l&lC, ATRAC 3 
^- ^ 7 T-T ©#P^Jli »y ?##B LOCK SERI AL«t5 

o 

[0 12 7] 

-*-=2-f (MCode) v wftmn^micmmztiTit^Zo 

[0128] 

[0129] 
INF 

: FIELD ID 

mm : #Wir-^0M?:^tH^li 
f : 0x69 
I D 
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ffi: O^^OxFF 
SIZE 

jR/M 6X4 hu±<Dz.t. 0 T-ztoi&tDV zm^it* 

JU (0x0 0) -£fI#)T&< £ 21 

II: 16^P>1 4 7 84 (0x39C0) 
MC ode 

jRBfe : MAKER CODE 

f :±filOl^y h U-#-n-K) Tfi6^;h (tin - K) 
C + L 

ffi : ffiS&tf) S N C + L £ m C 
DATA 

mm : nrsES^-^^-r. if-^o^itttc i 2 am h s«t y, 

. ■5 s -4t©*«3^e>j^y^a)SiS'^tt3iA' (oxoo) tifesrt 
ft : ft&tc £ yfiaajc^iistis. 

[0 13 0] 

02 1 IC, ATRAC 3f-^7T>fjl/A 3 D n n n n ©f*— #gE#JM£^1~ 

0 02 11C&, f-^7 7>f;KZ)I^>y^ (l^D>y^) 7 

-r;i/ (i^n«;^) i:^3tit^5o 02 1 *ei±, r®2^n-y^ (16x2 

= 3 2K;Uh) (Z)#XD y h<Z)5fegg6DAM h (0 x0 0 0 0~0x7FF0) 

h^'W^T***;, 2 5 6;Uh« { Sl*ffi«NMl (2 5 6/Hh) TJ»»J, 5 

1 2 7H h*«ftife1K«NM2 (5 1 2AM h) Mtt'V V ^<D^\ y #\Z It 
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, TSH©^- ****** tlS. 

[0131] 
B LK I D-HD 0 (4/H h) 
ftlflc : BLOCKID FILE ID 

IfttB : ATRAC 3 f*-* 7r >f ^/®5fc^Tf S»S i SrHigrji-SfetfXOffi 
t:M = " HD=0" (ii«0 x4 8 4 4 2D30) 
[0 13 2] 
MC ode (2/W h) 
&l$ : MAKER CODE 

mm : mmisr=.m^v>. ^saiMnn-K 

i:±fii0^h (*-#-n-K) T&6if-/h (iin-K) 
[0133] 
BLOCK SERIAL (4;H h) 

M: 0i'J^»J0xFFFFFFFFit G 
[0134] 
N1C+L (2/U f>) 

S^fc : h^V* T-*-* (NM1) (Dm'&Zm-? 

mm : nmi Kmmzti&x&a- \^tnm^- K&#i^>r 

i: SN1 C + L tH- 
[0135] 
N2C + L (2A>f h) 
Si*: h^y^ f 5 -* (NM2) <Z>M'f££^-r 

ttfg : NM2 {C#!M£*i33C^:J- K^-ffign- F^#l/H N"T?3t"t 
m : S N 1 C + L i: IrI— 
[0136] 
I N F S I Z E (2/H h) 



ffi$E# 2001-3038664 



#2000—247461 



mm : T-z-vrjxz. i 6/h hm&<D*g2T*sm. M^m&it&iryt-jv 

m : Xtt 0 x0 0 0 0^&0x3C 6 (966) 
[0 13 7] 
T - P RT (2/W h) 

mm-. h^vtzMf&'tzrt-ym.itm'to mmti 

-fit : 1^5)0 x 2 8 5 (645 dec) 
[0 13 8] 
T - S U (4 A-f h) 

*l* : h-^;i/SU (-^^>KrL-^h) SS[, suit A-y<Dm'bW-&T*& 
V. loATRAC 3 T't-f^ tr- ^ $:J±it5H©*/h©f-^#fet'fe 

5. 44. i kiiz&vy^v y#mmMT*n*>nt=.i o 2 4V-yzf)ift (i o 2 
4xi6 bfy hx2ft>^;i/) co^-t-V^t 1 -^ Zffii/i cnzfrMLfem 

h©f-*^SUT?»5. lSUtt, B£|SICSI3*UT*&2 3 m^tCfc*. 
jiSli, Bt^K&^S UlC<fcoT 1 o©A-y##|/&£;ft£ 0 H7X^^4 2 

IC tfflnfit##£<teV*tKMW*:*:« (6 4 5j|) 

fillB : 1 h9y^tf»©HIS©*8SUjRS:^i- 0 ffi©8IIHS l ISHC*B^-rs 
i: 0x01)ti^0x001FFFFF 
[0139] 
INX (2;Wh) (Option) 
&Q|e : INDEX <Z)f@*f#/?T 

«IB : ft<Z)3tf©as^ (4#ftWfc8|S#) ©^mfca*^^ >#. ft©$fe®^e> 
SU©«I: 1 /4 Lfe|5Cl?fi^-rS„ r*Ui, MS© S Utf) 4 -fg©^ 
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•&<Dmm Oft 9 3m#) iCffiStS 
ffl: Ofr^OxFFFF (g*. *& 6 0 8 4 #) 
[0 14 0] 
XT (2;U h) (Option) 
: INDEX <Z)?f£l§RI 

nig : i n x-nnn-vmrn^nr^m^^n^-t^^mm^ s uomm* 1/4 

i: 0 x 0 0 0 0 : &IKJg 0x0 l^^OxFFFE (** 6 0 84#) 
0 x F F F F : ffiCD^t) *J * T* 0 
[0141] 

mzmzmmNM 1 &j:tKNM2 {cov^i&0£-r<s>= 

[0142] 
NM 1 

i&lfr^-^CDJIBFTtt, ^f»3B3-K (0x0 0) 

-9--rx«rcD«n- K^&fffss-rscifc, ^-#©**^«i§h£'> n &< 

gg (0x0020) (oxoo) ^i^m hJ^i:ia$§-f £ 3 £ 

[0 14 3] 

NM 2 

fKIB : 2 A>f h©^n- K-e^LfeHT^Oifefjf-T 2 -* (i^t5 12) 
^ftr^-*©^^ &"T*lPSg=z-K (0x0 0) 

M (0x0120) fr^ZJl (0x00) &2/\V h J^_hf3^-f § 3 £ 

[0144] 
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JBtt'Sy #(Dmfe&n (0 x 3 2 0) frb%t£&, 8 OAJ h©^-* £ b^ 

0'W#$:-SLTWat--6o 0 2 3 {CT RK I N F(DgP^$:^-r o TRKINF 

[0 14 5] 
E K I (1 b) 

n&:tfi7&<!>mmyv-mj&izii&mm4t*-7u«j>? (ekb) tcioTji 

#fc£*l£fli-5Hi;n>^>y3f- : E (KEKn, K c o n) fc^fS 

11: bit 7=lt^-t, bit7 = 0t*b o bit7 = 0©|^t 

EKB v ersion, E (KEKn, Kcon) &##flg„ 

fi:0^f,0xFFit 
[0 14 6] 
EKB_version (4A>fb) 

f5J*©PiS x yy-*^tcJ:s^'fb^-^n'y^ (EKB) tC=fcoT*i 
#^Sn>^>y*-©1£f$;gHf, £it>V£fcli^-ffc3f-:/n>y ? (EK 
B) ffl77^fi^^t. 

tstg : $gmvv-mmz.&z>Mmk*—7uv>7 (ekb.) fc<toT*i«$ti 

£n>^>y^-£;£&££&<Z);£^>ft^-:/a v ^ (EKB) &B1r. 

U: 0^?)0xFF*T? 
[0 14 7] 
E (Kstm, Kcon) ( 8 b) 

0^M/-J/^- (Kstm) T?RSF-iHt 0 fev 2 - # . 

ffi : Oj&^OxFFFFFFFFFFFFFFFFST* 
[0 14 8] 
E (KEKn, Kcon) (8;H h) 
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V-mmz£&mMfc*-?Uv? (EKB) IC £oT^£4x£=3f-Bir-*Hfc3f 
-KEKnCiotRl^bL/fcf-^o 

W.: 03^e>0xFFFFFFFFFFFFFFFF*"e 
[0149] 
C_MAC [n] ( 8A-f h) 

[0150] 
A (l;H b) 
Mm : ^-^OMffi 

: H2 4 ?:#ibTfilTIC|iit5 
££U N=0, ltf^y^Mi, bitV^ltif^^O, ^-r>fB# 
(L + R) GD2*tf)#£!J& J o i n t i E — FZ^J^Jlt ttlttS. b i t 2 

[0151] 

A(D^>yh0li, l>77i/^©t>/t7fflii^U tf y h 1 tt, ^ 
J£*T?&*. try 1*4, 5, 6 Srffl^fc'ttSi iltCtot, E^tf)J;e>fC, A 

s^- K(Z)ffi-e$> y, (n = o, i) , lp (n = 2) , sp (n = 4) , 

EX (N=5) , HQ (N = 7) © 5 S^©^- RCt3 V>T, §3*1* B£W ( 6 4 M 
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*la*3*lTV^'. 1 SU©/H hffcte, : 13 6A-f K LP: 192A 

-f K S P : 3 0 4 7U K EX : 3 8 4 A4 K HQ : 5 1 2 ; W h) 

„ 3 6C fcfy h 7 1C j;oT> ATRAC 3(0^- K (0 : Dual 1 : Joint ) 

[0 15 2] 

-Mfclt, 6 4MB©^ J Ey*-K«:ftffiU S P ^- K©*-£tCo ^Tlft 
B£f£„ 6 4MB(Z)^ i EU*- KJCtt, 3 9 6 8^D^^^S 0 SP^-Kt 
i±, lSU^3O4;UM'^50t, iyD7^{C5 3SU^#4tSo IS 
Ufcfc, (1 0 2 4/4 4 1 0 0) #lCi3tS„ tot, l^UvtiZ. (10 
24/44100 ) X 5 3 X (3968-16) =4863 #=8 1^ 

(44100/1024) X304X8=104737 bps 

[0 15 3] 

LT 

MVk : n&M1&7 ? ? V V 7 J3=k tft^y N 6) tt^a'JfY^-i;3> 
(fcf >y h 5 -fcf »y h 0) 

ig : tT *y h 7 : 0 = 0JPS& L 1 = fflmm *J 
tfy ^6: 0=J8PS|*J l=RBK^Jtl 

tf>y h 5 -tTy h 0 : -fe^U^ A~S^H>0 ( 0 JBiWe&flliS^SS 

[0154] 
FN o (2/1>f h) 

: 7 7^fJI/#f 

ffi: 1*^ 60x190 (400) 



4 7 



ffi$E# 2001-3038664 



#2000—247461 



[0 15 5] 

MG (D) SERIAL — nnn (16 h (upper: 8, Lower: 
8) ) 

M^ : mmm^om**. <y V (t^aijf>f I C2 0) (Di/VTfl/ 

mm : iH«»«ri:tc^TM3&sH^©ffi 

fit : 0fr% OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
[0 15 6] 
CONNUM b) 

otta^tl^o 2CD3 2SI. 4 2«ffl^ffliSS4xTfe»;, iB»L.fcffi®fKJBUlC 

H: 0*?).OxFFFFFFFF„ 
[0 15 7] 

YMDhms-S (4;Hh) (Option) 

YMDhms-E (4A-fh) (Option) 

[0 15 8] 
XCC ( 1 A-f h) 

mm : ntr-ffii«i 

[0159] 
CT ( 1 h) (Option) 
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si* : n&m& 

|:0x00~0xFF ^&FB(DV%IZ. 0x00T?&5- 

LT0bit7AU *eCT©ffi#0 0 tf)l§-£{£|i|££iliL1-£ £ h„ 
[0 16 0] 
CC ( 1 )\4 h) 
Mtfi : COPY CONTROL 

, try h 2£<fctf3 ICiottdra U^-f y ?f§5E £3!t- 0 kf^bO 

fcitfl ti, 

CC©M: (bit 7, 6) 1 1 : fcMWIgCDa fcf- rT, 01:3tT-$|jh 
,00:1 IU(Z)zrtf-S:fFnr (b i t 3, 2) 00: 7:hn ^&V> Lir-f 

CD*&©fY^*^iftl4 (bit7, 6)&0 0, (bit 3, 2 ) li 

o o 

[0161] 
CN ( 1 A>f h) (Option) 

: ^Sl-r^ ^#;i/ntf — H S CMS (High speed Serial Copy Management 
Syste«)lcfeW5atr-flFRria» 

: ntf- 1@#\ ntr-7U-fr<Z>EBU3:l£KU ISKT?fflJ£"rs. 3 tT 

t:00: 3 tT-gLlL, Olfr&OxFE: ®fL 0 x F F : ISflcMIGgo 
[0 16 2] 

±&Ufch^y*te«««TRK I N F iCMV">T> 0 x 0 3 7 0fre>*&*<5 2 

4;w h z-rt-vmmmort-vmwLW&F rt i n f 1 
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X^< 0 EJ2 6 1CPRTIN FCDcfP^^^^o P RT I N Ffi©r~^ ICo^T 

[0163] 
PRTSIZE (4;H h) 
St* : ^-y-9->TX 

flftfg : rt~V(D*g2Zm? . ?^X#:2/Wh (S_hft) , |»& S U : 1 
AM h (±ffi) > ^7SU: (*T&) 

IS : ? ^ # : l*&0xlF4 0 (8000) , SU: O^^OxAO 

(16 0), mrSU : O^^OxAO (160) 0B U SU©tA^it 0 
, 1, 2, i:0^^M6) 

[0164] 
P RTKE Y (8/W h) 
St* : A-y£Bgr-*Hfct- 3 

jg. : O^&OxFFFFFFFFFFFFFFFF 
[0 16 5] 

CONNUMO (4 7t^T h) 

si* : mmzftibtifeziyT>ymm&^3r- 

[0 16 6] 

0 2 UCM^ 0 ATRAC3f-^7 7>f;i/©IttA^^fCH ®2 1{C^ 
ti^C, #W«INF^*tl§„ INFIt h^>y VlZM? -StfiDfil*-? 

M'SktlS **l^*WC I D£^-#i^-f Xtftt^tlTV^,, 

[0 16 7] 

-ti&LfcMtt^y #*JC*f LT, AT R AC 3 r-^77^^D y ^©f 
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* ©7-* - # fC o V % T J^T tC^B^ * „ 

[0 16 8] 
BLKID-A3D (4;Wh) 
: BLOCKID FILE ID 
%fg : ATRAC 3 -ir — # (D9zM'V%> : £> £. &MM~t £>f=.&)(DM 
i:i^i = " A3D" (M«0 x4 1 3 3 4 4 2 0) 
[0 16 9] 
MC o d e h) 
: MAKER CODE 

i:-hfil0lf^ (;* — — zr — K) T&G^vh K) 
[0 17 0] 
CONNUM0 (4 A-f h) 

n : n > t- > v mm^mmm* - 1. m vm t. £ n & 

[0171] 
BLOCK SERIAL (4/W h) 

mm : :/n v v <D%m% o # ^£ y &©:/n y * &+ 1 ^o>r > * u * > h 

i: OitJ^tyOxFFFFFFFFJT 
[0 17 2] 
BLOCK-SEED ( 8 7 W h ) 
MM: 1 -fu y V ^Bf-^-ftf Z>f=.tb(D 1 
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m : M5&8/W b<D$LM 
[0173] 

INITIALIZATION VECTOR (8;Uh) 
Mm : ^Dy^&lCATRACS^-^&HiF-J^ffc, «-JHtf Z> BfCiftM&OT 

ft 

-^ffcS4xfc8/W h©fi 0 ^A>r K3;ftfc:/ny *©&^e>©#^tt|»*&SU 

t:0*&OxFFFFFFFFFFFFFFFF 
[0174] 
S U- n n n 

«fg : 1 0 2 4 1^>^;i,^£jEb$§3*l£7 I -#, ffiE^- KJC«fc *J 

N = 3 8 4/UM 
U : AT R AC 3 CD-r-*^,, 
[0175] 

02 1T'lt N = 3 8 4 T*&£(Z)T% 1 :/n y * iC4 2 S U##^*l£ 0 £ 

Uyb (2A>fh) iCB LK I D-A3 D, MCode, CONNUM0, BL 
OCK SERIAL^iCfMS. tot, 1 ?U y V »J ©fil^M A 

htl (16, 384-384X42-16X3=208 (A-fh) i:^5 0 
Z.<DtplZ±l&Lf=.&OiZ. 8;t^ff(Z)BLOCK S E E DtfnMlCSB^S tlS 

o 

[0176] 

Atf, AT RAC 3 #^-ej±ij§£*lTV^ 0 FrL-y h S U 
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tot, mmmms o o^^s4gf 2 0 oiz^-^^m^m-tm^iz 

©ffiij®^^ ATRAC3^iffflATRACOT^fflCODEC^t%J: 
[0 17 7] 

[0 17 8] 
[0 17 9] 

01 5 lz^-tn^M2 0 0(Z>«J&tCOV*Tlftl8'*S- S4^S2 0 0{t M 
±fi» ! Eya-^4 1, If^>^-7i^^4 2, M=E^a-^4 3 
, 8t : EJ?a-;i/4 4, ffi/f^i/'a-yH 5, Xtf-#4 6, D / AMM 
214 7£J:tfA/D3E$JI#4 8 S. 
[0 18 0] 
[±M#^^3.-;b4 1 ] 

^mm* v^-fr 4 it*, f?3£=gfi2 o 0<3D« ! aisJKSft9ic«!rfflr , rs o 

[0181] 
[0J» J E2;rL-^4 3] 

mi 5 jc^t-±e>tc, iw» i E^a-;i/4 3t±, Mint, a»»*i-yh6o 

, IHtt^-y h6K tt£j«/«!Sll)£:i-y h 6 2, fflSfgfiE:*- y h 6 3 , Hff 
mt/'^m=L~y h 6 4fe<fctJffli!l»3.-y h 6 5 ?:tt5 0 iWfflF^s; 3.-^/4 3 

ti, 1W«r^;i-;i/3 3 fcptP&ic, */y>fn,*y -foym^WimwmoMmm&x* 
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[0182] 

m%.&/^m.m-=L-V h 6 2 it. -Mill ISO/IEC9 7 9 7 ©MA CM 
"Block cipher Algorithm" £ bt F I P S PUB 4 6 - 2ClS$^5DE S 
[0183] 

h 6 3 it. MxJi, n^tfn-^^^AijL^^-^V^^*- 

z*smmw3 o o{cm^-r-5>i&f^2:^^©c^oT, fauces o ot&m 
vms.mu^m „ rasssiE^-y b 6 3&, tenses o o#&a- 

SSS§E#t3S *B2fgI£:i-y h 6 3 l±, ^SigM^tC^ V>T, fa 

TV^T-'-^tfMV^tlS,, *BSfg§ErLn y S 6 3 it. ifrMlcj&DT, #[ 

jU*, /\°- v^m^tr^.-* (PC) l 0 0 \^it% y V V- ?±<Dn y tf 

(pc) i o o&sm***/ h a-^±tf>n>tr^-# ^©raT'tBS 

[0184] 

m^ik/'&^^L—V h 6 4 it. gff^UfeJ:e){C, FIPS PUB 8 1 iC^^ 

^tifcECB^E- Ffc^tfCBC^- KSrSS^iftic^T^n y tmmtzftv 

a 

[0 18 5] 

Rg-iHfc/^-if y h 6 4 fct, F I PS 8 lOD^-K®.^, ECB^-Kfc 
J^CBC^E- K(B«#&a#WfC*fe>. 3 3T% Hff-^-ffc/tSC-^rLn ^ h 6 4 » 
, CB C=t- KlCfc^T, 6 tf>y b©^-?-* k £^T, 0f#:£5:, 

6 4 l^y h^e>«;Sfl|^b^ny ^%#fii:UT«-5f UT^Sr^-r^- 
LO 1 8 6] 
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mm=L-y h 6 5 ti, ^m^^-v v 6 o, tatm^ h6i, «t^f»/at 

[0 18 7] 

[|g* ; E^^-;i/4 4] 

li^^^rL-;i/4 4 it. mz.lt* mi 6 izjjk-f & o izmngkW: 3 o ooiy^v 

[0 18 8] 

CBE^/f«^^^.-;i/4 5] 

JEHi/#:M^rL-;i/4 5fcfc, flIAtf, fBH^fiS 0 0;fre>A;frL£f^-*H(:3 
^4 7(CffiM5. #I;U£> CD, 1 A^J L 

*--r-r tf^-* iH'^Mg3 o o izmm-tz>$ki^ mm*~-^j xt-z* 

ATRAC 3 XlftT'fcm-tZo 

[0 18 9] 

(D/AM4 7) 
D/A^g|^4 7&, JBb^/#« ; E^rL-;i/4 5 # P> A* b fc^S* # 
^T-^V tfT 5 -* -kT±U y&&,(Z>*-^4 Xt-ZK^MLXK^-Ij 4 6 (C 

[0 19 0] 

*fc°-;*74 6&, D/A^#|#§4 7^P>A#L£;f-T r -Y^T J -#{C/£;C£W 

[0191] 
CA/D^m#l4 8] 
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o 

[0 19 2] 

^ J E'J4 9li, m?Lt£. E 2 PROM (ex. 77»;i'a^ : E , J) T'&U, M 
ILf^-«^D7^ (EKB) , 3d£ V^&E KB iC^o V^T^fe$c$ ;fl-2> "x 1 
^Xif-^n^ (DKB) ^©fit-?-*, -r^^mM^t bt©fAMX 

[0193] 

01 5 izm-tn^m2 o 0 4:, mmmM3 0 0 iKDmvit. ny^-yvr- 
2<D&fa "tJ&fc-b, H£=g«2 0 0fr£>fB'H=gS3 0 0©75vi/ajl€iJ 3 

[0194] 

0^^fB'|i^g3 0 0<O7^^5/a.^^U 3 4 IC^S^- ##a£f*#! ! 3S£|g 2 8 

■<d ? u - & m v > r m m -t * . 

[0 19 5] 

#£$SS33J:tf8BtitiS«W:, x 1 - ^ifrfc^if 13, $f^f77 , S 2 7 0 1, 
S 2 7 0 2Jcm , TffiSSSiiE«LaiS:llff , r*. 02 9JC, ^5i«tB|p#*^ V* 
*@2IS$E#& (ISO/IEC 9798-2) SraVt. 02 9 tCifeV^T W\ &£&ffgF £ 

2 9iCfeVNT, B#6 4 tfy h©t§L«Rb&£jEftU R b £ <fc t>* g 3 tf) I 

DtfeSID (b) ^AlC^-fg-T^., £*l&g#l,fcAtt, 3rfclC 6 4 y h<Z> 
SL»RaS:£fRU Ra, Rb, ID (b) ©JElC, DE S«CBC=E - KT'i 
K a b ^m^TT-Z &H6HHtU Blzmm^^>o UKabU A33J:tf 

BtC^il©UMi:LT j etl j e4x©fa^m^WtC^i--5#T^-5o DESCC 
BC^- K&J8^fc&tK a bJCfcSHTiHfcfllJlH:, WittfDE S feMV^fefltSJC 
fcVMTli, fcJJtUBfcR a fc&SMt&WS&SfrU D E S B&^baJtC J3 V^, UK a 
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b £Mv>THgHHfcU Hf-^-^CE 1 ££6£U mtf TV£-%JC E 1 £ R b £ £f!Mfclft 
f&3gfrlU DE SB^-^^IStCfeVNT, a b £ffiV%TBiHHt:U R|r#;£E2£ 

£f£U £fb(C, E 2 £ I D (b) H fcHHtfilftt&JSftJ U DE SHj|-5Ht3|S 

fC£^T, |Kab &/g^TI^#ftLT£j&L£Ri#:$CE 3 £ IC £ o TizHt^- 
# (Token-AB) ££j&-f3 0 
[0 19 6] 

^{*, £1\ R&#;$CE 1 *mU*-K a bT^^-fbL, ftJfcR a #UC 
Bf-^-^E 2 £igfiE3f-K a b T^#^b L, -£©^JH£ E 1 ZWmftmmffi U R 
b£f#£„ Rf-SflfcE 3 £H!IiE3f-K a bt^ftb, ftf>M^£E2£ 

#N£lftf&3SfrlU ID(b)^. LT#£>*l£R a, Rb, ID(b)®^ 

[0 19 7] 

7£tCB«, SSEfttCffiffi-rs-feyS/a^^r- (Kses) 
SSte, o fit, Rb, R a, Kses ©MlfC, D E SfflCB C 

; E- KT?SSE3r-K a b £M V^TIfc-J^fb U AlCjgjgfS. 
[0 19 8] 

iUTH^^lfcRb, Ra, KsesO^I, RbfeitfRa^, Atfjgfebfc 

mmmm<Dtz&><D&mm£ 

[0199] 

SE^fijcLfc*©^ isT&mzmr (s 2 7 0 3tn o ) i-s 0 

[0 2 0 0] 
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ffi£.MUtff&iL (S 2 7 0 3 T* Y e s ) L Xf>V^S 2 7 0 4 CJ3 

6 2 JCfeV^T^ff 
[0 2 0 1 ] 

#ClC, XtV?S 2 7 0 5 IC&V^ (1) 2>f^#-Kcon&f*ft 
3f-yfny? (EKB) ^e>J$tf#£*l£Bif-5Hb3r--KE K £/g V^Hf-JHt^LS b 
T, E (KEK, Kcon) 5 £ £ %> (C, (2) n >y K c o 

n&SSE^?|K:feV\T^bfc-fe'yS/a>df- (Kses) T?l©-Jf fltf&at&mr 
bT, E (Kses, Kcon) ^^Lt, 3H4ftl£fi U^U # - K) lCi£f9 

[0 2 0 2] 

^f>y^S 2 7 0 6T'it S3«^K#M3!S;fre>£#bfcE (Kses, K 
con) lt>yi/a>^-ttfbT3>f>7^-Kc o n£3t#U £*>JC 
, K c o n &iB«SBlC^&tfMft2*iTV^:* h l/-i?*-K s t mJCfcoTBt 
tftLTE (Kstm, Kcon) ££j£b, £*l£¥f£ggK:j£#'r£. 
[0 2 0 3] 

#CfC, #£|£gl±, ^f«y^S 2 7 0 7i;i3^T, ^f^^S 2 7 0 5-e^ 
b£E (KEK, Kcon), £ J: V 7 S 2 7 0 6 TlHU^fi^ fb^M b 
£E (Kstm, Kcon) - * 7 7 ;i/ (H2 1$S) 

£ h77^fiIiTRK I NFf-*^l, t 1 -* :7T>f ^(Z^tf-Vy 

[0 2 0 4] 
[0 2 0 5] 

#IC&, ^{Ci&BJfbfcEU 1 , 02 3 {CjjtfJ: 5 JC, 3>f^^-Kcon& 

IM^P-^n*^ (EKB) A^^StlS^^fc^r-KE K £ « ^TUf-if-ft 
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jQMLfcE (KEK, Kcon) t.. =3 > ^ 3f - K c o n £|B'lt3gtt&C^#) 
M^tlt^^^^ S U-i/^r-K s t miCioTRl^ft ItE (K s t m, Kc 

o n) cd 2^<Dm^bnyT>y*-tffemzti2>z.t.iztez> 0 

[0 2 0 6] 

fiuiw-*/ -p.^, * i± ^ n y * ^c7) m^tmm mm ttsr^ 

[0 2 0 7] 

Z(D£ote'r-*7T4 )l&mi<^t=.n&MmKi5\<\TlZ. H^Sfiti, E (K 
E K, Kcon) E (K s t m, Kcon) CO ^'Ttlfr SrM^CjgM LT 
n>^>>y^r-K c o n «TtB & 

[0 2 0 8] 

ff£^«2 0 0#|Htt3£fi3 0 0©75*; S/a^^EU 3 4 &C&M3*l£ 
[0 2 0 9] 

s 2 9 o 2 tc^-rrassfwts £. zotumit. ftizmmist=.m2 9co 
®>m£.mmT*&z a ms.m>m^^ht=.m^ (s2 9 0 3?no) juia^ 

7 

[0210] 

fflSIIEMi (S 2 9 0 3 tYe s) U£l§lE?te, Xf-y 2 9 0 4 

#&*ftScU (Kcon) ©ftSjft^SrWJ-rs. Cl tf^JM&S 

it. *c-mmt7~Uv V (EKB) tCJ:oTflSl#StlSBiP#^^-KE K(C J: o 
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rmmtzfttc^y^yv*-. ~rtefr%E (kek. Kcon) #*M£*it 

^Zfr^frZWm-tZMmT'&Z. E (KEK. Kcon) (D^MIZ. 5fe©02 

i, 2 3x*wimLt=.7 z -*yT'( )itp<D b^yvmmm%%TRK inft-^ 

[EKI] ©^-#{c£ U¥[IS'Mfgi?&3 0 
[0211] 

E (KEK. Kcon) tfffriftS tlX Uf»;^S 2906 T? Yes 
) it. 2 9 0 7 JC5i*, *-«M^D?^ ( E KB) <£>#L3g&Cj: *J 

, HlHHfc^f-KE K£Jft?#LT> 3tf#UfcHgF-iHb3f- K E K (C «fc »J, E (KEK 
. Kcon) bt, =r yfyv dp- K c o n %mm-?£ a 

[0212] 

E (KEK. Kcon) tf&mznx V\&Va|§-£ (X^^^S 2 9 0 6T'No 

) ^r7^s 2 9 0 8}cfe^t, u&muamm^v 3 3 teaser, 

IB1»g*lC^&f&i|ft3*lTV^* S b-^dp-K s t mtCioTBgf-JHbbfcE ( 
K s t m, Kcon) h l/-i?^-K s t mlCiotftf LT, S^&C, ffi 

KMu&miz&\,^xH£mm&&mmmmx*&iivfc±v ->b >*c-k s e s 

T^^bbfc-T-*-^ E (Kses, Kcon) Sr^fiROT, S£^S&CS£'fs1-£ 

□ 

[0213] 

f?£^fite, Xf'y^S 2 9 0 9^C^V^t > IH*^«^ ^S-fB bfc E (Kse 
s, Kcon) y 2/ a >3f — K s e s tf n^r^^^r- K c o n £ 

[0214] 

^f-yyS2 9 10tH ^f>V^S 2 9 0 7, t feliXf-y^S 2 9 0 9© 
V^4X;fr&C£^Tifc#l,£=3>-^>y 3r-K c o n tC «fc *J Bff-^-ffcn 

[0 2 15] 

3©i:e»JC. l©#ffc:2>^>y<iD|S£#t;ffilC;l3V^, #£^fili. E (KEK 
, Kcon) S^»-ffc^r-^D vV (EKB) # e>3l»S 4x<6Hff#ft^r- K E K 
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s t mlCiotlStftLfeE (Kstm, Kcon) {C^c? < jQM&Mft ^?2> 
[0 2 16] 

-5 s - Z izm^ v ^ T - y $. tc it -7 n v V &&<D ig.^m £ MM (c£f& h X 

#a - v * tc it ■? u v v <d m.^mm z n & o mm, 1. 1 & r t. # «rtg -e 

[0 2 17] 

[KEK^ibtEKB©7*-7^ h] 
5fclCE6 S:JS^T^SMb3f-:/n (EKB) tf>mm§lft& 7 * - MCo 
v^TSiWOfe^ $^tc, 3f-PgMHf;3r- (kek) &fM*-^n»^ (E 

[0 2 18] 

BT3 1 JC^r — HBP^b^f — (KEK) SIM^-^n^ (EKB) {C&ML 
fcf-^T'fe5EKBT$)5|l«^ii77-f;i/©M#J5:^t. f-'HX 
(S£^fi) ^(3D7r>f;i/*^i&5ltC|SCT^r-HiP#ft^- (KEK) 
UffiLT, K E K IC J: U E (KEK, Kcon) lta>f ^^y^- : K 

con Mlt3>f>^0tf^^tS. #T : -#iCoVNTiftl38t-£., 

[0 2 19] 
BL KID — EKB (4/Wh) 
: BLOCKID FILE ID 

mm : mmmmrn? r j )i<DftmT*&2> £.ikMM-r z>f=.&<z>m 

i: @Si=" EKB" (WAtf0 x4 5 4 B 4 2 2 0) 
[0 2 2 0] 
MC ode (2 A-T }>) 
MM : MAKER CODE 
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mm : sa»ofc««©, TzTjizmm-tz^- k 

[0 2 2 1] 
L K F 

: LINK FILE INFORMATION 
# : 0 — 0 x F F 

b i t 7 : S4fl7 7^;i/ (PB L I ST) : 1. 5fc&m : 0 

b i t 6 : Bfcfit^y *M ( I CV) IC^M : 1, : 0 

b i t 5 — 0 : Uif-^ 
[0 2 2 2] 
LINK count 
MM : LINK COUNT 

V>>7 LX^Z>7TJ )l (M«ATRACK377>f^) 8 
f: 0~OxFFFFFFFF 
[0 2 2 3] 
Version 
Mtft : VERSION 

mm : iii^M 7 7 ^ - i; 3 > & ^ f s 

fit : 0 — OxFFFFFFFF 
[0 2 2 4] 

E A 

S£$fc : Encryption Algorithm 
-fit : 0 — 0 x F F 

OOh : 3DES : h U E S€- KtCiS^l 

0 1h:DES : >>>^*;i/D E S^E- FiCcfcS^S 
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[0 2 2 5] 
KE K 1 
3gl£fc : Key Encrypting Key 

mm : *-mmt?Uy>7 (EKB) h*- ^-T-Bgr-iHb 

M : 0~OxFFFFFFFFFFFFFFFF 
[0 2 2 6] 
KE K 2 
M% : Key Encrypting Key 

il:^-IM^n«yf (EKB) # <Z> JV - h * - (S±&) 

|: 0~OxFFFFFFFFFFFFFFFF 
[0 2 2 7] 
E (Version) 
Mtfi : Encrypted Version 

mm : *~^mt-7nv v <ekb> tp&ji-h*- (m±m *-T*m^t 

i: 0~OxFFFFFFFFFFFFFFFF 
[0 2 2 8] 
Size of tag part 
Mtfi : Size of tag part 

mm : mmmwt^mm7 7^KZMj&-tz>7 i -z(D$>f%vft<Dy'^x (b y t 

e) 

It: 0~0xFFFFFFFF 
[0 2 2 9] 
Size of Key part 
Mtfi : Size of key part 

mm : mmmm^mmy 7 4 ji zmtft-t z^-ftvir-m ft <z>v 4 x (b y t 
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e) 

ffi: 0~0xFFFFFFFF 
[0 2 3 0] 
Size of Sign part 
Mffi : Size of sign part 

mm : mmmwtBi'mm7T>(j\/ZWf8.'tZT-$<Dy'j (b y 

t e ) 

M : 0~OxFFFFFFFF 
[0 2 3 1 ] 
T a g p a r t 
MQfc : Tag part 

[0 2 3 2] 
K e y p a r t 
M% : Key part 

mm •. mmmm*S'mm7 r << ju^mm-t sf- * ©^-a^©^- * 
n : t-^T©^ 

[0 2 3 3] 
Signaturepart 
;f£$fc : Signature part 

ttffi : I^i^fl77^;i/$:MtSf-^ffif^ (Signature 
) SP#<Z>"r-* 

fg : t-^T^ia 

[0 2 3 4] 
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5 s -* [LKF] tftettSfu 'J>^Lt^^677>f;^ (MX-WCATR 

ACK377^f;i/) K^l lt©f-^ [Line Count] tffcilftStlS. 
f?£^ffitt, [LKF], [Link Co u n t ] &#lfSIi:IC <fc 'J, 

<d mmmm^smm ? r << & mm $ *i s k e k & mm -r ^ s - # -r s 

[0 2 3 5] 

[LKF] % U LT^£ («^.tfATRACK3 77'f 

LTCDt 1 -* [Line Count] fcfgV^T, S^WfC-?- # ©tfc 

[0 2 3 6] 

H3 2KZffittSI»©7 s -*f&J!»M«, «Atf01 5 lC^-Tia«$l« 3 0 007 
t 2 -^ (HIFI) ©^-f I/* h U«^©*€:«i: L-T^LTV^tf, ££>fC, 
[0 2 3 7] 

03 2 JC^-rW&T 2 -*©"^ h U iCfcfc, S4f«7 7>f^ (PBLIS 
T) , Bf-^Hbn y^ryy t. L-TlSlifctf) A TRACK3r-^77-f^I/ ( A 3 D) 
^J^lSo £<blC fHHiSgdi, ^©^Saf-ffc^r-^ny ^7T>f ^ (EKB 
n) tftettStlS. ATRACK3f-5t77>f;b ( A 3 D ) 
^«n>^>y^r-S:3l^«fe«)©^S»'fb^r-^'n /I/ (EKB n) 

tt, ATRACK3r-^77^f )l> ( A 3 D) tC^* tlSsK>f > * tC J: oTWatf 
£*l£ 0 03 2&C^-f£e>(C lO0«^-7*0'y?7 7^;i/ (EKB 1 ) 
3 10 1 itmm (3) ©ATRACK3f-^77^f/I/ (A 3 D) ©^#^StC 

[0 2 3 8] 

£<Z)tg-&, |»-7'n^77^^ (EKB 1 ) 3101 KMl&'t&W&fS 

0tfF"5r'M>'T-r;i/<Z) [Line Count] izit3 -Dftny^yyizmmz 



6 5 
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ft 3 z. t £ m -* t - * ifi $A S ft Z> z £. iz & * o 
[0 2 3 9] 

[0 2 4 0] 

S3 3©#t.3S&, ^jUiffiteSSSfcLT© K&#£=gg{C-fey M 

[0 2 4 1 ] 

£"f\ ^fy^ S 3 2 0 1 JCfcV^T, MlSfite, ^©EKB77^f;i/(Z)h 
=?V Zmn&mfrMV. [Line Count] S:fi»y^tS. ££fC, [ 
Line Count] ? > h»^#V^©3^ P>«BtC, ^#)5£#> £*l£:M2& 
[n] ©EKB77^;^MtS. [n] ti, #£Sag<0ffi3£* =E U 

[0 2 4 2] 

^ff^S 3 2 0 2|Cfe^T, miRLtcE KB<DmmiZ£ y, Cn 
[0 2 4 3] 

fC^M^SKE K#RAMfC&M2*lT^£;fr^;fr£¥f|5£U Ye s 

7*7- V 7 S 3 2 0 5 ICJi*, -£<Z)#fj£K E KtCg-^T, E (KEK, Kcon 

) Stt#lT3>f>y*-S:Bl#UT, Xf«y^S 3 2 0 9 i"&;fo*> 

[0 2 4 4] 

Xfy^S 3 2 0 4 JCfc^T, MIR^ y^ y V (D'&mzmm -t Z> K E K R A 
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m-^itznt-^yTyy*-. -r&t>*>. e (Kstm, Kcon) (DmM^m 

5tU T.TV'JS 3 2 0 7 JC^VnT, E (Kstm, Kcon) © 

[0 2 4 5] 

Xr-y^S 3 2 0 6 fc£v^, E (Kstm, Kcon) #;&V*fc!fifj£ 

, M LfeEKB(Z)t^li;i:tJKEK^K#b, JKf# L/tKEKtCiSE ( 
KEK, Kcon) 0t^a&Hf!lt3>f>y^-^llbT, 7.<TV"f 
S 3 2 0 9tm -t&to*., Ifc^Lfern^^y^-lCj:^-*©^, H 

[0 2 4 6] 

(EKB) © [Line Count] ^fx^^U [Line Count 
[0 2 4 7] 

[*-tM^n«^ (EKB) tCfcSStE^r-IBM] 
±Jfi©^«J'fb#-^ , ny^ (EKB) &&ML-fc3f-©5HgtC;J3V*-C, iSIE® 
atSr^ff-rsiKtCffiffl-rsigSEdp- I Kn SrSBM-T^r £}CJ; y, ^J&»af«l 

[0 2 4 8] 

^3l«tHff#^S:Mv^ffl2S3E^ (ISO/IEC 9798-2) fcfc, 5fetcH2 9&fl| 
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IiK a b l£±&<Z>mmt*r--7Uv V (EKB) LTf?£^S&C@Bfg^ 
[0 2 4 9] 

0 3 4fcJ:tf|lI3 5 izmm&T/U XiC&mOMM*- I KnMft^r-^ 
□ <y? (EKB) lC c fcoT@2M-r'g>«^M$:^-ro M 3 4 te^/W ^ 0 , 1, 2 

, 2, 3 tjKZ^A-f X 3 &lJjtf-# (^Ufc) ITf/UXO, 1, 21ZMLX(D 

[0 2 5 0] 

H3 4©Mt'H JSff^ - K^f-K (t) OOtCtoT, ISal^ — IKn5;B| 
mthtc'r-* (b) ££=fclC, ^A-f^O, 1, 2, 3 IC fcVMT ^4x^*1 

•r^>y-K^-, u -7*-*m^T^m-&frfrj - f=^-k (t) oo^ 
-*jmtem®it*-7uy v (ekb) sr^LTM-r^c -eti^ti^^vwx 

tt, 0 3 4 (Z)^{|f (C^-Tcfc^lC^ iT. EKB&j^I (^#) fS^^C J: »J, 
ff^tlfey-K^r-K (t) oo^^u 7£tc. ^#bfey-F^-K (t) 
0 0 Zm^^Tm-^itZtlfcMU*- :Enc (K (t) 00, IKn) 
TlgfE*- I K n Itm&Z. £tfnSM£&£ 0 
[0 2 5 1] 

^©ffitf^A-f ;*>4 , 5, 6, 7 - (D^^it * - y * (EKB) & 

IttgtOMtS;- K*-, U-7^r-Tftt, E KB &#L3SLT3gfT 
£*l£7-K=¥-K (t) 0 0 £Jfc#-r£3£#T*£&V>tf)-e\ ^IdE^&T 1 

[0 2 5 2] 

£*lTV^ £ UT, i&<D# , JV — '7<D* -tt£t>*>. f/UXO, 1, 2, (C 

*fLT©*«t#»riB3&^»'ffc^-^ny^ (EKB) l:^ltlf Lfeft'fe 
*. EI 3 5lC^r (a) mmt*r-'?nv>? (EKB) fc, (b) SfE3f- (I 
Kn) &y-K3r- (K (t) 0 0) T*Bf#ft b fe-^- * &fB#T<5 . 
[0 2 5 3] 
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^fctg-^&Jifcj: u> jcht^-k^- (k (t) oo) zmn-tZo k ( 

t) 0 0 iCi £^#&C<fc UfglE^- I K n Z&m-tZo 
[0 2 5 4] 

ft&©^;b-^tf)7-V\M MX-li^A-f X4, 5, 6 ^©im^©^-^ 
(EKB) Ifcillt^ lt©Mt5U-7^- 7-K3r-£fflVN 

Tjstfy -K3r- (k (t) oo) *mm-tz>z\ utt-v^tt^. m^tcu^-^ 
ify-K=¥- (k (t) oo) *i&m-tz>z.£tf-vgi?. sE^ftmmitm-tzT 

[0 2 5 5] 

fg£:&£ 0 ^^b^-^n^d7 (ekb) fc £oTi€#fl:£;Mi^£*i3 

[0 2 5 6] 

±7&bfrEKBlZ£ZWM3r-(Z>m:e t MmiZj: >J, U sK- * $ tlfcf 5 * ( 

- # <Z>^IE&^-Sf »r IB t. & s . 

[0 2 5 7] 
[0 2 5 8] 

fait, n^aiJcfc^Ttt, ttE.&utimtfmftzti* m^.muwmv>m.\Lit3k 
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*^y#-K£>£e> temKMu&m # «r « &t an^g t © is t? ji ic as -c « 

^tc^M-TS^ Mill S^f^-Ff^?^ CD-R^, Bif#^a 
Cfc^TfcME&S^n^A'&lgfT £i±3#j££:i*-£o A-Kf^?, CD 

[0 2 5 9] 

r*l£<Z)^8U^y K^^MLfe^-^fH^, #£#LJS7n-$:|2l3 6 JC 

lferi:^#i:uxf>y^s 350 3 icl^, fg3E«ffiS:^fe«sv^iaii«# 
, WAtfA- K-^-r CD-R, D VD^?:^(v^fer _ ^ f E^, #£#t3g£ 

[0 2 6 0] 

3 5 0 3©SfE«IBS:fir-fc>&v^|B««l^ «itfA- Ff^i', CD 
[0 2 6 1] 

^ n v * T- « & -t « #|J& £ * S . 
[0 2 6 2] 

r©j:e>ic, n&mm(DmM^~^^-mmm^uv ^ (ekb> -eit^irs 



ffi II# 2001-3038664 



#2000—247461 



«3£#> miiA-Ffa^, CD-R, DVD^£fflV^7-*-#fa^> S£ 
[0 2 6 3] 

-f&;bl3, &um&&&*&1i%}1t*~zfny>r (ekb) &^-«yj-©'J 
tttt^BflB^arflS^-^nvf (EKB) ^ LTmm-tzztizj: U> *IE 

& - # mmmm k £ w & £ & ^^u ^ a * ^ ©skse^sc £ r^il u t , *ie^ 

[0 2 6 4] 

(I CV:Integrity Check Value) 
y^i (ICV) &4j«tT, ^>^>^C T, I CVCD if If IC <fc *J , 

[0 2 6 5] 

3>-^>y<Z)-f y-ryVrl '^x-vVW. (ICV) tt, n^^^^tc 
SAyJ/aWSfc&JSV^TfMSStl, ICV=hash (Kiev, CI, C 
2, •••) ICfcoTgfffStlS. Kicv{iICV»-T'feS„ CI, C 2 & 
n^^^^cDWfg-e^U, 3>-r->y©M5lfil?8©^ vfe-^88tE^-^ (MAC 
: Message authentication Code) #flgJBS*i5 0 i|rfj& b £. «fc 3 iC, [MAC] 
tt, 02 lTfSiWLfe ATRAC 3^-^77^ ;i/lC=fc^*tlS. rtie>$:^ffl 
IT^^f^yf -f -^xy^ffi (ICV) CDfflSC^J&SIXSo 
[0 2 6 6] 

DE SHff^«ta«^S:Mv^fcMACffi^M*0 3 7 tC^-f „ S3 7 ©#j£lC 
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^'yt-y&Ml, M2, • • MN£-tZ>) , £f\ WMU (Initial Valu 
e (Jg*T, I Vi:f§) ) £M 1 5:iffirMfDtS (^<2M^£ I 1 h^Z>) 

t-s (ffiij^Euts) o mwx. e i sj:tfM2 zmmmwam^v. -ewm 

ij I 2 £ D E S Ht-5Hfc3P'\A*U iKl ^M^^X^^it"t^> (ffi*E2) „ J^T 
tEN/d^ (MAC (Message Authentication Code) ) 

[0 2 6 7] 

^(Z)J:^^3>f>^ffiMACii: I CV4^-K i c v {C7Vy S/n.|f3ifc£ 

mmLxm^Xny^-yy^^y^-ifVr-f -^-x-vVm. (ICV) #£f&£*i 

s 0 &m<Dte^zt.timu2ftf=.M&i£^yTyy£mmc£i&Lt=. icvt. 

ffitc\zny^-yy\zm~5^X&m\st=. I C V £. Z&misXm-G) I C V^#^ti 
ftitnyTyViz&m(Dte^Z£.t>mUZft. I CV#M&*U£> Bfc&#&o£: 

[0 2 6 8] 

±3i©J:e)^'f>f^ , Jf'f '^xy^ffi (ICV) n>^>yM*(C*f 
LT^$tlS^I§:<Z)a>^>^MAC^Ci: »J, loffl^^f^Jf-f • 

(ICV) &^mt--5^i:^Rrtg"efeSo *»©MAC{C«k«ICVOff 
If ft, ICV=MAC (Kiev, C_MAC [0] ||C_MAC [1 

] ||C_MAC [2] M-) [Ciot^tS. 
[0 2 6 9] 

3 >-r- > ^ Lfc I CV£&MLT££. -^xy ^#usbhc£/&i 

[0 2 7 0] 
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3>^>^*;*3l5©B&ihS:HSfc«), #*^^U«fc{C-f >5^U^>f -^x>y? 
ft (ICV) S^UT^JW^S^h^n^^^yScA^xv^CDfeftJCtt^ 

[0 2 7 1 ] 

tttCfc^Ttt, ^fs&tr-*, Hflfc-x-*, ^D^if-**, HUfcfc^rfy 
CBC^-KJCfeV^-C^StlS^vfe-^fflSE^ (MAC) tCfcU, ^xy 

mzmn-tzz. £.tf&m£&& 0 z.<D$\nmiz. ^-^^^K&sfcotiJt* 

[0 2 7 2] 

A-r^U Lfc>f >fyjf-f -^xy^ii (ICV) l:^Lt^ft 

^MttSriiCj;^ ICVCfiyi'l, &£v^£ I CV©^35B^ M*. 

j£^-#^3SB£©§r£&-f v-r-^u^-r -^xy^ffi (icv) 

(ICV) &»S»"r*«fiJttCoV^T3i« , rs. 
[0 2 7 3] 

IH3 &\zmmmmzwm'2nz> ; r-zmm£. ■zn^en&j > j r# , v j r4 
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3Lvvm (icv) (D&fflm&mz^-t, ^y*- F3p<z>aB«3P (75yj/a 

77^il/ (PBLIST) , Bg-JHtsn^^yhLT^ifcCAATRACKST 1 - 
*7T4)V (A 3D) ^^'JCit ffl$L<DlimV ICjRt"* 

n>T>V7-# (#l~#n) tfteittSti*. ««©*^=iyi:tt, ix.ll 

a^y bttairtiiv^ 

[0 2 7 4] 

ta^O^-ffc^r-^ny^ (EKB) (DMPP-ft (x>^-r ^>f ) £1 
#^=f U H LTtSEJgLTfccfcV*. t-&fc>t>, ft5IM^r-^ny9 (EKB) 

c o n1tmm»iffiten>^yvM&*: 1 ocDj&^iTy £ LTg8j£LT%J:V\ 0 
[0 2 7 5] 

U^mmyr^jv (pblist) , «#fl:a>f>»;i:LTfia©ATRA 

CK3f-^77>f;i/ ( A 3 D) 69#*lC«, Bfc®^- x. y V (Dt=.®>(D* v -fe - 
fSSEfUF-ff- (MAC (Message Authentication Code) ) tl„ 3*1 COM A 

CHlCi£tJv>T>f ^^U^-f (ICV (con) ) ft S 

o ^^C^H^^y COM AC fitted 75»;S'a^ 5 EUfi!)S/-{r>^^-S?ICMA 
C'J^hilltm !?3S£*U i4i&©MAC'JxK ICid.^ t I C V4l«* 
-Kiev £*IfflbTW*>ft<5-f >f^Uf-f xy^i (ICV (con) 
) #tei»##3ftS. 
[0 2 7 6] 

a>f>yMACil:MtS->-^>^^-^7*-Ty h £03 9 tCi^-f 
[0 2 7 7] 

E (kSTR, kCON) it. * ^ y # - F©* hi/- -"eHf ^fls b 3 
>r>7Jf-t^^o ID (upper) , (lower) It F© 
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(id) (Dfemmmv3b& a c_mac co] sM77-f;i/ (p 

BLIST) ®#J&7 s -*lC£-3^T£j«3ftfeMACte , T?&.5. C_MAC [ 
1] fct, M^«ATRACK3f-^77^f;V#l©f-^{CS^ 

©MAC'fiilcS^5v^ , r>r >r^Jf-f • V (ICV (con) ) 

£je&£*i£ I c v (con) #*/y r;i/^n hnA/SHT^^'J ic#^ 

[0 2 7 8] 

U-r-^f •fiyi'i (ICV) tt, ^^U*- K©IH1»aJ (77*r>a^=£U) 
[0 2 7 9] 

^f^'J^^^f^Ur-f '*f-^v9®. (icv) ^itS7"-;K- 

i^7>t-V7h?:04Oi:^t o # 0_r e v i s i o n tt, :! >J # 0 ©Jg 
§^-##1^3*1, H«fStlfc©^tt>f>^U^>h3tl«. #0_vers 
i o n{£, Af^'J #0ffly1-y3X # 0_E (KEK, Kiev) it, i3"r 
dry # 0 CD (KEK) •CBlP^bLfe I CV»- (Kiev) 

revolt #^=ry # o<tm >^^*u^>r • ^aiy (icv) -fit 

TV^ 0 

[0 2 8 0] 

[0 2 8 1] 
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ftt=.m&lZ, ^f«y7°S4 0 0 3 faMl/fc^®* ^ U # - K£^£^ 

[0 2 8 2] 

4 0 0 5 &C&V^ I C V <D$fMtfmf2 ft£ o ICVtt, L>ft<j:o T 

;i/ © M A C # (C m r5 V \ T H ffi $ *l £ . 
[0 2 8 3] 

iKlC^y^S 4 0 0 6 JC£^T, ftHfC J: o I C V H, 
[0 2 8 4] 

Zs^r-sfV^J -r^ytrm (ICV) &'£j*UT^3l , rs#j££"r«£fcK:«J:y 

zzttmt Lxmn-^m tin v. ma* 9- 3 y tc -r ^ t 

[0 2 8 5] 
[ffiiMACM 

ffrM&U^m? T A ATRACK3f-^77^Mr-^§ 
©ffl^aftf^Lfc^— ^BfcS^Jcy ^ M ©MAC (Message Authentication Code) 
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[0 2 8 6] 

H4 2tCl£3RMAC©£fifc, ^itMM&^t. ®4 2{C&, & © ® 2 1 ~ 2 
3 T'ilfcATR ACK 3^-# ? y ;KZ)-g|S£*t LT V^„ -r-#Bk^x 
'yi'MCMAC (Message Authentication Code) fcj;, MitfATRACK3f- 

fc^aicfcoT^sns-iiiTffey, fa7r^;i/c^i$;ntMAct, -^x 
V V n<D&jmsl AC h(D&mz & y, ^-^aus©^^^^ 

[0 2 8 7] 

fJill 04 2^fATRACK3r-^77>f;HC|&|ft$tlSMAC{±, 
f A C IC J: S BiClf x y ^ f f f - ^ ^, l"iNF-seq#j fre><0«» 

©^-^^etcKjesn, ^fe^ti^aMAc^st^-^Btcs^T^jss 

*lfeMAC*<77-</I/K:«i|[34l5ii:K:a!S. -f&£>*>> MAC (INF-s 
e q # | | A | | L T II -••) T*&£ 0 () W©f-^^MAC0*ft, ^fc*)^ 2fc 

^vrnMomfeMM £ & £ T 1 - # T? & « o 

[0 2 8 8] 

#%-£&T#ffcfcM AC &£/*U rtl5:ffiiMACi:LT7 7 

l r is ^ l £ # tfc i c ^ t m £ o 

[0 2 8 9] 

EI 4 2{Cl±, 3felC^0^ 0 7t I N F — s e q # J^T©7-*- # x y * *fii 

7 s -* 21 LTlg^LT, 4fil$tl5t'J^l/MAC7 0 l^ATRACK3f 
- # 7 T >f JUZ&ffiZ tlT V^ 5 „ 
[0 2 9 0] 

£ £>(C, ATRACK 3f-* 7 7>fJl/^0 I N F * X fCSB$§3 *l<6 < 

^©AHitFJc, gsca^xy^fiD^^-r^^^-^^^-rs©^ ^ru^ 

;i/MAC 7 0 1 ©MACMtf-^ $:MtSf-^, ^iT*&, [INF 
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-seq#] Sr-g-i&T, fCDfl© I NF7^-7^(DB!clf i>y ^Mtf-^ IC 
S^lMTlfrfcftMAC &£/ifcU dftfcJMM A C i: Itf- # 7 7 >f JltpKfc 

[0 2 9 1 ] 

®4 2fC£V^, &£3RMAC [MAC (INF) ] 7 0 2H MAC (INF-S 
eq# | | path | | MAC (profile) Mothers-) JC <fc o T£/&S*i£k ^ca^lC, Jfc 
5BMAC&, J?tM A C©M A CWKf - ^ fflS&'g'*, -£<Z>ft&tf> 
Bfcfi^a: y for- * lC£r5V*T£fft<**lS 0 

[0 2 9 2] 

J&3SMAC ^fcfc'fc, iSMACO^f-df, "t&t) 

t> I N Ff^tffl [p a t h] £«fc »K fffc^traMAC 

, J£SgMACJC-g-*n, ^*'JWMAC©^*f-^t*ife5 [INF — 

seq#] ©t ^if^ o tffe^w a c t&m&mzmfi'tz 

[0 2 9 3] 

a-U S^Tl/MACiCo^T*), -e [INF-s 
eq#] ©^ffc^tf^ffSftTV^GD-e, «f fetC* U A C ©fMfSrll 

ff-rs. -f&t»*>> ifesgMAcojiff^fctt, ^'j^mac©s«, n& 

[0 2 9 4] 

[inf-s eq#] ©ftiitt, m&izffitc.&zmv.m^ 
mm. inf- s e q#f-^©-f>^'j^>f>^a^{cj:otii^ 

[0 2 9 5] 

T\ ^©MAC<Z)MtSMAC)feftr-^ *MM A C ©Jgff Bfr 



tfJlE# 2001-3038664 



#2 000 — 247461 



«r IB t&£„ 
[0 2 9 6] 

[0 2 9 7] 

04 3 {CAT RACK 3 y"- ^^(Dm^tny ^-yy &«3» L *E U 

x-r-^r >y #^<z>3B«i3SiS loot, ny^-yyU^ZMft t^S^ifiA 200 
, S4itB 3 0 0 
[0 2 9 8] 

SB«£SSi 0 ojcmu sif-^Hbn y^-yvt. it, 02 1 ^&mv^i&b£L£a 

[0 2 9 9] 

T> @4 3iCgfIBf^f 8 0 0 tSSllA 8 1 0 tT'litS. £-f\ fH'H 

oot, s^fiA 8io», ^ummm^mfiir&m^nm'ffi^vz. 
-;v8 01, si imK&^Tffis.nu&mzmfi-tz><, ms&m*. m*.^ 

tLTMTtSo 3H1H£ff8 0 0 fc, ?|£^SA 8 1 0 J£, ^tl^tl 

©W^JS^^-;!^ 0 1, 8 1 l#fgfiE&3i^fTT;b:JyXA3::#U £<b 
tc , 32 JC & 3S IB & felW b T v * 5 £ £ T & S . 

[0 3 0 0] 

tan^tt 8ooit m^ba 810 t©*B2sgiiE<z)^5iife, mmmm so o 

fa<D%]ffl : £p3--}l' 8 0 1 {C&VMT, V ' <y V */ =l * U 8 0 2 C^lflbfcATR 
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ACK3 7 4 Jlfrb, fEU^S©* h V~*J*-K s t m-eifll^bSti 

fcny^-yV^-- : E (Kstm, Kcon) *fcl±* $fcJCt&$J lfcEKB7? 
>r^/©«ta{Cj:oT3l#oriB3&^-ffip-&*- (KEK) •enBF-JHfc3ftfc=i:/«r-> 
y*-:E (KEK, Kcon) CD V^tl^ »J ffi U «M§-*LJS3:|gff l/T, 

[0 3 0 1] 

-K s e s SMVATaVf^y^r-Kc o n (D^m^tt, SrUff U £j&LfcHi# 

: E (Kses, Kcon) &g£3S«A 8 1 0 {Cj£tf-f 
A8 10I1 0M^y^-;i/8 l ltcfi^r, ^mvr^m^tnyryv^-E 
(Kses, Kcon) §:tyi/3>^-Ks e sttf L/Tn>r> N y^-5: 

[0 3 0 2] 

o 

[0 3 0 3] 
[0 3 0 4] 

Z.(DMm]&M$:m4 3 (DfB'BsIgfi 8 0 0 i;#4iSB 8 3 0 iKDm&f&MZ U 
TflWi-So 3B«£SfB8 0 0W:, ATRACK3f-3f77^;^©«^r- 
(EKB) A-*? 3 > >) 7^£>, I2>^>^^ 

-CAI&WfC&S£&£#Jfo^^t^-:/ay ^7 (EKB) &#£U #j£<**ifc 
EKB 5:S4If B 8 3 0 JCilttf-rs,, 
[0 3 0 5] 

?S£giSB 8.3 Ott, IB'SISS^E KB £gMU ^«>lS£gS*rt©;* ^ U 
, «itfE2PROM (ex. 79 y S/a* U ) P*f IC&M L fcfVW X *r — ~f 
Uv* (DKB) &M^TSteEKB0>*lt&&mTU ^-HgF^*- (KEK) 
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[0 3 0 6] 

3ZLT\ fA^ip-^n^ (DKB) tC-PV^TSiW-r*. 04 4&/BV^ 
W^^-^n>y^ (DKB) (Dmf&ZMm-t&o faML£<fce>lc, 

»;if4Si§o#f/wxii, 044 (a) izB-t y v ~mm(Dmmmmm<D^ 

4 4 (a) lZ.7jki-M%5J - KCD-fey h 5 (SET 5) fC^-T Xte. U 
-7^-i:lT®K10 1, ;-K*-tltK10, Kl^f,, ;i/-H^r-K 

[0 3 0 7] 

^y-K (ex. -y - K) &fcl*Jl-h&~e<?>*~K:MJ&'tZ>* 

-*.V h©Bgf#>fb^--fe^ htf^/W **-:7n y V (DKB) T*&Z> 0 
[0 3 0 8] 

^A-T^^r-^n-/^ (DKB) <Df-*iJ«IS:a4 4 (b) {C^-T„ SI4 
4 (b) IC^-f J:5&C, DKBIi; - K3f-, <fc N3f- 3: U - "73f-T? 

BgHHbLfcT-*-* U -^^r-^T-'A-f^ (ex. ?§£=g«) ffl^M/-^ 
- : K s t dTf^^fcLfc7 s -*&^^*HiP#'fb^-^ny^i:LT#ll«Stl« 
c tMT* (ex. |?£g£tt) tt, :(Df/U^*-yD9f (DKB) tp(DE 
nc (Kstd, Kleaf) h U — S?3r — : K s t d ScMV^T^C 

#U 'J-7^-Kleaf 3£iC, U^lfc'J 1 e a f 

ilfcy, EKB©T^^-^^Mg^^-8-bT_h^^-?:^LTVA<^lSI(D#ll^ 
#«TtBi:fc5. fcfcfVW *3f-:7ny * (DKB) {CM:, V -y<Dmffl*V& 
5U-7ID &#tf. 
[0 3 0 9] 
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, ^ft^yW 3f a. (ex. SAM) tplZfeWtZ #\ &&V^£ 

— Km a s IC3£^5V>T U-7I D tcMi"^^ v is =l £jgM Kstd = has 
h (Kmas, 'J-7ID) fcbT^ftSi^tLttiiV^ 

[0 3 10] 

04 3 \zm^TziyTyv*-(DW&&m<DWm*m-iZ>« fBDI^tts oo* 

t>mmt*-7Uv V (EKB) £SfIL£#£|£SB 8 3 0 MfflF^e^a.- 
;i/8 3 1 JCfcV^T, ^^U 8 3 2lZ&fflLfr"f^4 7>*-Z?Uv>7 (DKB) ffl 
«#C«kotf&n5;- ;V- h^-^£jifflLTEKB}Cj:*;Hi# 

ftSftfe^-Wf-i^ft*- (KEK) £lfe*#t-£o EKB©«ta#iS6tt, 5tlCH5 

[0311] 

gfflB 8 3 0(l mmt*-rfUv >7 (EKB) J: o L 

^f-»#ft*- (KEK) fcfflW ££>tC, g31ftgtt8 0 0 P>£1£ LfcHgF#*fc 
3>-r>y3f- : E (KEK, K c o n) ©t^S^ff Ltn^f^^^- 

[0 3 12] 

&£, H4 3©S4gftB 8 3 0©^ ; EiJ (E 2 PROM) 8 3 2lC;&M$tl 
- i/^)VE KBtt, tMTs (S4gfB 8 3 0) iZ%%Jfrbfefflt*ft2>ffi 

«fttfcEKB77>f^*y, ffr«E<Dnii i zm^t-mwtpizmmis 

[0313] 

MxJi^rf U - F<Z>i#o3f-#K 0 1 tf&JltfK 0 1 T?Bff#-fbStlfc^/ 

- h=3p- : E n c (K01, Kroot) *W-i/t;i/EKBi U T £ *l £ 
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h*-Vl&^XmmtZtlfc*~mmt*- (KEK) 

^-R^ft*- (KEK) il^nTlgil^So 
[0314] 

^Maig&^^pc©*>^dru K«y- k^-&k 10, %v hv-z 

m©ilS4gt©iJfJ'J ^ - K©y - R3f-£K 1 1 £. Lfctg, rti^ 
GO^^A-f XtC^tf), Enc (KOI, Kroot), Enc (K10, Kro 
o t ) , Enc (Kll, Kroot) CD 3 MMCD^^it)^- h^-^ibfc 

£ v>T^acfrjfflnrig^Hf^-ft: n y"r > y ©SB'® fcfi^ o Z. h *Wfg & <£> . 
[0 3 15] 

K4 5&C, f?£^fitf>*^U (ex. E 2 PROM) iC^A-f X dp- :/n y # 

(dkb) ^-i/t^EKBtitgaif, ga^ow^-^n 

(EKB) ?:^ltMM$:^to BI4 6 iC^tl ^(D^-~zTu v V 

& % m l n > 9- y v * - <d mmmmw & b -r „ 

V [0316] 

H4 5©*^jcov^T3iW"rs. tVw* (ex. mmn&m t±, eh 5 ( 

a) ©y-^^^irs^A-f x-e&u, y y -«^©S8SBtc«fiK3n«* 
^=f y - KKn 8<dijt3v -{cMi-^T-'A-r^^^xSo -rA-f*ic&, ( 

b) {C^-T E nc (Kstd, Kleaf)~Enc (Kleaf, Kn8) ffl 

y ^ (DKB) &fett£tl& B ZCDWf&te. ftlZMm L f=. D K 

[0 3 1 7] 

3£&c, f/t-f^it ia»t, n&m<Dmmt*-yuy z (ekb) 
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<D^$$M\:*r-~7Uv V (EKB) H V s /W ^ 3f - ^ D V >? (DKB) £<Z)&imiZ 

o 

[0 3 1 8] 

04 6IC, EI4 5 (b) ©DKB, E K B &f$o-5^W >UC 3 y^j-yV 

*-<DMm^m\Z&^Tm : 5't2>?. c rv-7%:i&-t 0 *f^r*;^S 4 6 0 1 
VMT, ^A^fXtt, U - 7 I DICSd^TX h P-^~K s t d SriffitS. 
7. h b-S/dp-K s t dtt, 'J-7 I DlC^^V^-^W^tp©-^ ^T^^U 

[0319] 

7£lC, S4 6 0 2lCfe^t, X h l/-^-K s t dCld^tf^UX^- 
•fUvt (DKB) ~?&£>%E nc (Kstd, Kleaf) CD^#£ 

HffU U - 7 3f- #;{C, S 4 6 0 3 tCfcV^T, ■J-7^-Klea 
f IC^^VNT^/WXdf-^n y ? (DKB) <Z)#tJS, t*fc^Enc (K 1 e 
af, Kn8) ©fc#&|£fTU ^n'U - y - F=¥~ £^#>3„ D K B U 

K3f - £ f£& U - 7 - lc £6 ^#MStC «fc o TMtS 3 £ # «Tfg £ & S . 
[0 3 2 0] 

IkKs ^f9 7'S4 6 0 4ICfiV^, 7- K^r-Kn 8^P,EKBjJlI&||f! 

#ClC, Xf-y^S 4 6 0 5 IC£V\T, *M*-^n»;^ (EKB) (DfltJIlCJ: 
ot#ft^- h^p-Kr o o t Sffl^TE n c (Kroot, KEK) <Z)^# 
MS^UT^-lifft^-KEKS:#ftS. ltt;^f7 7 I S4 6 0 6 
V*T, 3t#Lfc^r-Hgp#-fb*-KEKS:MV^T, 3 > -5 1 > ^ -5 s - 9 iCtfBtLfc^ 
-**!C«i»StlfcEnc (KEK, Kcon) ®Ma^l?U3>f> 
y^-K con $:^#-r-5 0 
[0 3 2 1 ] 
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EI 4 5 (b) lZB-m$bit*--7Uy9 (EKB) ttlBHSfflOEKBTf* 

&LTEI4 6©«IS^t«I fc%BTIB-e&«. EI4 5 (b) fc^f^ 

A>fX*-^Q»;^ (DKB) li, ±fij!pf>8affl;-KKn8fiD;-K*-* 
•C V - 7 3f - -Zm^it h fcT- * ■& D K B ©Bf-^ft^ —7 s - * L 

[0 3 2 2] 
[0 3 2 3] 

^ gtticfe jft £ tl £ =i > ^ > y ©tfclEft £ £f& lT3>f>*; JC>^/S# W T ftJW L 

, a>^:/y^-*©tMI&3<Z>&4Sft, 3 e>£tfc3£«<Z>3E»5Vt>f ^fc^rs 
[0 3 2 4] 

-K c o n SrUff ft OtgfttSf M*-^n y ^ (EKB) ®fH>f^ 
tCg^5V*-C&j£3*lfc*J«£ UfcCDT?, #Utft^ft^-^n^^ (EKB 



8 5 
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[0 3 2 5] 

y #*'ff 38 ^©H& S t* - * fl^c &MA c i£ £ L T^ifctf) ^fgflfff 
# (MAC) ££f£t-£££t>lC, mm<Z>* Vt-VMWE&^ (MAC) <£>#M 

AC^^^-^fM^-gp^^jt^-^ k. U ^-ftifrOMACjgfr^ic, 

T% *U *?T KM AC <DM A Ctt&T- $t£&I«M 
[02] 

o 

[03] 
[H4] 

*--?uv>7 (ekb) (Dm^-rmx$>^> 0 

[05] 
[06] 

*^m(7)^-zmmmu\z&viz>m%}i ] G*-~ -fn v # (ekb) <d? 
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[0 7] 

*mm<DT-zmmmmz&v&mmit3c--J r uy v (ekb) <Dztr<Dmf& 

[0 8] 

xmnn'r- * mmmmic & # zmmt * - -fu (ekb) n>^> 

[0 9] 

^WflD^-^^a^fifcfe^s^-fb^-^n (EKB) 

o 

[010] 

^^©^-^MS^SJcfctf^^t^-^a y ? (EKB) 
[0ii] 

© ? - % mmmu \z & n & mm v u - © * ^ =r u & % 0£ -r 

[012] 

*^w<n?-zmmmmz.&w&mmt^mt3r--7uv>7 (ekb) 

ifiS & IK H£ 1" <2> 0 r*& & o 

[013] 

*^m<nT-zmmmmzisv&mmk*-'7uy z cekb) <D*zmm.it 

[014] 
[01 5] 
[01 6] 
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<dt-$ mmmm \z&v& mm^m w © mm^ - v h k mm $ ti x v ^ s 

^- # &mBJ?t--5 0"£& -5 . 

[017] 

© ^* - # gtjiigfi ic & # £ iH'it^acD ^ ^ «/ ^ * ^ u ictH-n $tisf 

£I«-t£fe#)CD0-e&3,, 
[018] 

<d ? - # mmmm iz & w s ? r jv <d ? - * m&, z n « k ^ 

[019] 
[02 0] 

ijb <d 5 s - # gtaisgfii & # & ti ? r >f ;u © 7 s - # *^ £ <fc y iC 

[02 1] 

i-0-e&&„ 

[0 2 2] 
[02 3] 
[02 4] 
[02 5] 

^ISE©-?- # ic 33 w * n tr - ftf&ttst % sire * «> © & s . 

[02 6] 
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m <z> r - * mmmm k. & n s ? - # v t >r ^ <?>m& ^ y © — au * ^ -r a 

[027] 

[028] 
[02 9] 
[030] 
[03 1] 

[03 2] 

m <d - * mmmm k & w- s ^ - * fetfusft & m -r 0 t*& s . 

[03 3] 

^m<n^-*mmmmz&wz>*r-mmt-7uv 9 (ekb) ^mrnvr^ 

[03 4] 

*ttm<DT-*&mmt\Z&V)&m%ifc*r'-'fUv>; (EKB) fc, ME*- 
[03 5] 

*|gi0r-^MSfii:feW5tM#-yn^^ (EKB) §ggE3f- 

^m^xmm-t^'r-^mm^. f/^^t-^aM&^ta (-£©2) t*&& 

o 

[03 6] 
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[037] . 
[03 8] 

*ftm<z>T-*mmmmiz&v2>j yrrvn -^^vvm. (icv) 

[03 9] 

[040] 

£^i-0T*&£„ 
[04 1] 

^^©^-^^ai^flljcfews i cvfi7^^i7n-^^t0tfes o 

[04 2] 

zmw-tzmx&z. 

[H4 3] 

*mmo>T-$f&mmmiz&vz>*-m$i}ik7ny ? (ekb) *m^tc.ny 

[044] 

*mm<nT-*mmmmizj3\,^Tmmt*nz>7 T rt'(x*-7u (dkb) 

[04 5] 

*mft<D?-xmm.mmz&ttz>?rt'< **--?u y ^ (dkb) . *-m% 

\\L~?Uy>; (EKB) ©ft»«««S:^t5Ht&«„ 
[04 6] 

*mn<DT-*mmmmiz&vz>y : ^4 x*--7ny ? (dkb) , 
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itzfuy* (ekb) zm^t=.ziyTr>y*--<Dmm® i mMnzmm-tz>mT'$> 

l o ny^-yymm^m. 

ii >r > * - * y h 

1 2 85ffi5fci£ 

1 3 mmmu 

14 ^r>f7 

20 ^-##t;a#m 

2 1 /\°- v^-;i/=t>fcr^.-# (PC) 

2 2 vK-^^I/^A-TX (PD) 

2 3 g|^f£, PDA 

2 4 m»n&%$* y-A^ 

2 5 ??£^fi 

3 0 |2'H#m 

ioo a* — * (PC) 

2 0 0 4?£^g 

300 mmmm 

6 0 1 /t— S?g > 

6 0 2 "t^Ts 

6 0 3 f-^^>!? 

6 0 4 #lfiii^># 

6 0 5 W;&;J?<># 

.6 0 6 ^-#^5 

6 0 7 # if 3 

6 0 8 m& 

3 3, 4 3 iWflir^^a.-A' 

5 0, 6 0 $mm£3--vb 
5 1, 6 1 |B«3.- V b 
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6 3 ffl£.MU3-—V 
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[04] 

(A) WJartMP— :?ny^(EKB: Enabling Key Block) 



/<— 2?3>( Version) :t 






O 


Enc(K(t)0, K(t)R) 


OO 


Enc(K(t)00, K(t)O) 


OOO 


Enc(KOOO, K(t)OO) 


OOI 


Enc(K(t)001. K(t)OO) 


0010 


Enc(K0010. K(t)OOI) 



(B) ^&Hb4r— ^Py^CEKB: Enabling Key Block) 012 

taV7o, 1, 2ir/\*— i?a>:to)y— K+— 



S?3>(Version) :t 






OOO 


Enc(KOOO, K(t)OO) 


OOI 


Enc(K(t)001, K(t)00) 


0010 


Enc(K0010, K(t)001) 
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[Ml 0] 
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[012] 



Kroot 
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[01 3] 




tf*$E4$ 2001-3038664 
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[014] 
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[Ml 5] 
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[01 6] 





IKO 


mum?— $ 






IK1 








IK3 




IK30 




IK31 


mam?-* 


IDO 


zzmmm?-* 


Kstm 



1 
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[01 V] 



*1 













1 



1 7 
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[Ml 8] 



Header 
NM1 — S 
NM2-S 
TRKTBL 



INF-S 
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Header 



NM1 — S 



NM2-S 



TRKINF 



PRTINF 




INF 



Header 



ATRACK3DATA 



Header 



ATRACK3 DATA 
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[02 0] 



OxOOOO 


BLKID 


— TLO 


Reserved 


Mcode 


REVISION 


Reserved 


OxOOlO 


SN1C+L 


SN2C+L 


SINFSIZE 


T-TRK 


VerNo. 


Reserved 



OxOO20 NM1-S(256) 



0x0120 

0x0310 
Ox0320 
0x0330 
0x0340 
0x0350 
0x0360 



0x06 60 
0x0670 



NM2-SC512) 



Reserved (4) 



EKB 



version 



E(KEKn. Kcon) 



E(Kstm. Kcon) 



C_MAC[0] 



Reserved (8) 



Reserved (3) MGR 



TRK— 0O1 



TRK— 002 



TRK-003 



TRK-004 



TRK-005 



TRK-006 



S-YMDhms 



TRK— 0O7 



TRK-008 



TRK-009 



TRK-OIO 



TRK-01 1 



TRK—OI 2 



TRK-01 3 



TRK-014 



TRK— 015 



TRK-01 6 



TRK-393 TRK-394 TRK-395 TRK-396 TRK-397 TRK-398 TRK-399 TRK-400 



INF — S(14720) 



0x3FFF BLKID— TLO Reserved Mcode 



0 1 234567 89ABCDEF 



INF 0X00 ID 0X00 SIZE Mcode C+L Reserved D ATACTICS 



2 0 
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[02 1] 



OxOOOO 
0x0010 
0x0020 

OxO120 

0x0310 
0x0320 
0x0330 
0x0340 
OxO350 
Ox0360 
0x0370 
Ox0380 
0x0390 



Ox3FFF 
0x4000 
0x4010 
0x40 20 

Ox41AO 

0x4320 

Ox04AO 
Ox7DAO 
Ox7F20 
Ox7FF0 



BLKID-HDO 



N1C+L 



N2C+L 



Reserved 



INFSIZE 



Mcode 



T-PRT 



Reservrd 



T-SU 



NM1-SC256) 



BLOCK SERIAL 



INX 



XT 



NM2-SC512) 



Reserved (3) 



EKI 



EKB version 



E(KEKn. Kcon) 



Reserved (8) 



MG(D)SERIAL—nnn( Upper) 



CONNUM 



PRTSI2E 



YMDhms-S 



E(Kstm, Kcon) 



C_MAC[n] 



INF_seq# 



LT 



FNo 



MG(D)SERIAL—nnn( Lower) 



YMDhms-E 



PRTKEY 



CONNUMO | PRTSIZE(OxQ388) 



Reserved (8) 



INF(0x0400) 



XCC CT 



CC 



CN 



Reserved (8) 



PRTKEY 



CONNUMO 



BLKID-HDO 



BLKID-A3D 



Reserved Mcode 



Reserved Mcode 



BLOCKS EED 



Reservrd 



CONNUMO 



BLOCK SERIAL 



BLOCK SERIAL 



INITIALIZATION VECTOR 



SU— OO0(Nbyte =384byte) 



SU— OOI(Nbyte) 



SU-002(Nbyte) 



SU-041(Nbyte) 



Reserved ( Nbyte = 208byte) 



BLK SEED 



BLKID— A3D 



Reserved Mcode 



CONNUMO 



BLOCK SERIAL 



2 1 
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[02 2] 



2 3 4 5 6789ABCDEF 



OxOO oo 


BLKID 


— HDO 


Reserved 


Mcode 


Reservrd 


BLOCK SERIAL 


OxOOlO 


N1C+L 


N2C+L 


INFSI2E 


T-PRT 


T-SU 


1NX 


XT 


OxOO 20 


NM1-SC256) 




0x0120 


NM2-S(512) 












0x0310 

















[02 3] 



0x0320 
0x0330 
0x0340 
0x0350 
0x0360 



Reserved (3) 


EKI 


EKB version 


E(Kstm, Kcon) 


E(KEKn. Kcon) 


C_MAC[n] 


Reserved(S) 


INF_seq# 


A 


LT 


FNo 


MG(D)SERIAL-nnn( Upper) 


MG(D) SERIAL— nnr 


"l( l_OW( 


*r) 


CONNUM 


YMDhms-S 


YMDhms— E 


XCC 


CT 


CC 


CN 
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[®24] 



bit7 : ATRACK30)^ — K 
bit6. 5. 4:3bftO>'N(i^E- 



N 

7 

6 

5 

4 

3 

2 

1 

0 



HQ 

EX 
SP 

LP 

mono 

mono 



bit3 : Reserved 

bitl :S£SKIP 
bitO:X>3?T>X 



47min 

58min 

64min 

81min 

90min 

128min 

181min 

258min 



O.Dual 

176kbps 
146kbps 
132kbps 
105kbps 
94kbps 
66kbps 
47kbps 
33kbps 



1 : Joint 



0:3f-— -x-fjj- 
OiOFF 



SU 

31SU 

38SU 

42SU 

53SU 

59SU 

84SU 

119SU 

169SU 



512 
424 
384 
304 
272 
192 
136 
96 



1:SKIP 

1 :ON(50/15juS) 



[0 2 5] 



bit7:nt°— »rT 0:=3bf— Stlh 1:=Hf— 

HCMS bit5-4:igii ; ri?^;U=ie— fljffll 

00:at:— *gjt 01 :3bf— JftHttft 10:=>t°— rT 

bit3 — 2: MagicGateagjuEL''<;U 

OO: Level lO(Non-MG) 01:Level1 
02: Level 2 1 1 : Reserved 

Level 10 fcWI4-T/*-fK 3>/^>-C#*-H:>0 



bitl , 0 : Reserved 
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[02 6] 



0x0370 


PRTSIZE 


PRTKEY 


Reserved (8) 


0x0380 




CONNUMO 


PRTSIZE( 0x0388) 


PRTKEY 


0x0390 




Reserved (8) 


CONNUMO 
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0x4000 


BLKID— A3D 


Reserved 


Mcode 


CONNUMO 


BLOCK SERIAL 


0x4010 


BLOCKS EED 


INITIALIZATION VECTOR 


0x4O2O 


S U — OOO ( N byte = 3 8 4 byte ) 
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